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Zetron Notice Regarding CVE-2023-38545 and CVE-2023-38546

October 17, 2023
Dear Zetron Customers:

On October 11, 2023, the maintainers of curl and libcurl announced two security vulnerabilities:

e CVE-2023-38545, a high severity flaw that affects both the libcurl library and the curl tool, and
o (CVE-2023-38546, a low severity bug that only affects libcurl

The high-severity flaw can potentially expose an impacted system to a buffer overflow attack. The
maintainers of curl and libcurl have released patches to these vulnerabilities at the time of
disclosure.

Afterinvestigating the several Zetron products, we have determined that the CVEs pose little to no
risk because these products are either not using the affected version of curl/libcurl or have disabled

the vulnerable component of curl/libcurl.

The following products are not impacted by these CVEs:

e ACOM
e MAX Dispatch
e« MAXFSA

¢ MAX Call-Taking

e Cascade Repeater & Base Station
o Digital Link Controller

e UIC-5 (Universal Interface Card)

We continue to assess the situation against our portfolio and will share new developments. We thank
you for your patience and understanding. If you have any questions, please reach out to us at

customercare@zetron.com or call us at +1 877 284 4616 (press 3).

Sincerely,

The Zetron Team
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