Technical Bulletin

OpenSSL Infinite Loop Vulnerability Bulletin

Zetron has been monitoring the following OpenSSL Infinite Loop Vulnerability:
+  CVE-2022-0778

We take the security of our products very seriously. Zetron has completed an assessment of our products based on
the recommendations in the CVE.

Zetron’s assessment has determined the following Zetron products are impacted by this CVE:
*+  MAX Dispatch
*+  MAX Call Taking
+ ACOM

To address this vulnerability, you will need to upgrade the OpenSSL packages in CentOS 7 machines by
downloading the patch files from the Zetron website (Attps:/www.zetron.com/technicalbulletins/) onto the
maintenance PC then installing them on CentOS 7 machines.

ACOM / MAX Dispatch

For ACOM and MAX Dispatch customers, download the following two files from the Zetron website then refer to
the document Upgrading Files on the IG Server (P/N 011-1010) for instructions on upgrading the OpenSSL
packages in the IG servers.

* openssl-1.0.2k-25.el7 9.x86 64.rpm
* openssl-libs-1.0.2k-25.el7 9.x86_ 64.rpm

@ Warning! Restarting the IG server is required after the OpenSSL upgrade is
completed.

MAX Call Taking

For MAX Call Taking customers, the upgrade procedures are outlined below. To perform the files upgrade, the
following tools are required to be installed on the maintenance PC:

*  WinSCP (or another SFTP client) — This tool is required to transfer the downloaded RPM files from the
maintenance PC to the Call Taking servers.

e PuTTY (or another SSH client) — This tool is required to connect to the Call Taking servers.

@ Note The upgrade files must be installed on each of the 4 Call Taking servers.

013-0079-01 10f3


https://www.zetron.com/technicalbulletins/

ZLETRON.

Technical Bulletin

OpenSSL Infinite Loop Vulnerability Bulletin

¢ To install the upgrade files

1. Download the following three files from the Zetron website onto the maintenance PC.
openssl-1.0.2k-25.el7 9.x86 64.rpm
openssl-libs-1.0.2k-25.el17 9.x86 64.rpm
openssl-devel-1.0.2k-25.el7 9.x86_ 64.rpm

2. Do the following for each of the four Call Taking servers:

a. Connect to the Call Taking server using an SSH client (e.g., PuTTY). When prompted, enter the
username and password for your account.

b. Enter the following Linux command to create a new directory under your home directory.
mkdir -p openssl-k25

c.  Open WinSCP on the maintenance PC and login to the Call Taking server on which the upgrade is to
be performed.

d. Ifawarning message appears prompting you to accept the key, click Yes.

e. Navigate to the location where you stored the three RPM files on the maintenance PC then drag the
files across to the newly created openss1-k25 directory on the Call Taking server.

f.  Once the files are moved to the openss1-k25 directory, close WinSCP to terminate the session.

g.  On the SSH terminal of the maintenance PC, enter the following Linux commands to upgrade the
OpenSSL library:

cd openssl-k25

rpm -Uvh openssl*

@ Note Ignore the NOKEY warning message.

@ Warning! Contact Zetron support if there are any other warnings or errors.

h. On the SSH terminal of the maintenance PC, enter the following Linux commands to verify that the
upgrade is successful:

rpm —-g openssl
The following line should display if the installation is successful.

openssl-1.0.2k-25.el7 9.x86 64

rpm -g openssl-libs
The following line should display if the installation is successful.

openssl-libs-1.0.2k-25.el17 9.x86 64

rpm —-g openssl-devel
The following line should display if the installation is successful.

openssl-devel-1.0.2k-25.el7 9.x86 64

% Note Contact Zetron support if the installation fails.
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i.  On the SSH terminal of the maintenance PC, enter the following Linux command to restart the sshd
service so that the upgraded OpenSSL packages can be used.

service sshd restart

% Note Restarting the Call Taking server is not required after the OpenSSL upgrade is
completed.

Zetron is continuously monitoring the evolving situation and will publish updates, if necessary. Customers with
third-party products should refer to the individual manufacturers for updates regarding those products and
implement mitigation measures in accordance with manufacturer guidelines.

We continue to recommend our customers follow cybersecurity best practices, including maintaining up-to-date
software, antivirus, firewalls, device control, and usage policies to reduce the risk of cyber-attacks.

If you have questions, contact Zetron Technical Support:

Zetron Americas Zetron EMEA Zetron Australasia
+1 877 284 4616 (press 3) +44 1256 880663 +61 7 3856 4888
+1 425 820 6363 emea@zetron.com ausales@zetron.com
customercare@zetron.com
6:00AM to 5:00PM PST 8:00AM to 5:00PM GMT 8:00AM to 5:00PM AEST
(UTC +10 hours)

Standard Technical Support
available M-F only
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