TT—————— Technical Information

OpenSSL c_rehash Script Bulletin
Zetron has been monitoring the following OpenSSL c_rehash Script Vulnerability:
e CVE-2022-1292

We take the security of our products very seriously. Zetron has completed an assessment of our
products based on the recommendations in the CVE.

Zetron’s assessment has determined the following Zetron products are not impacted by this CVE:
MAX Dispatch, MAX Call Taking, MAX Fire Station Alerting, and ACOM

According to Red Hat, “Red Hat Enterprise Linux 7 provides a vulnerable version of the c_rehash script in
the openssl-perl package, available only through the unsupported Optional repository.” This package is
not installed in our default installs. If customers are not sure if the package was installed at a later time
on their CentOS 7 machines, they can use the following Linux command to check:

$ rpm -q openssl-per|

If the result indicates the openssl-perl package was installed, they should not use the c_rehash script in
this package immediately. There is no fix available for this CVE from RHEL/CentOS distributions.

Zetron plans to monitor the evolving situation and publish updates, as necessary. Customers with third-
party products should refer to the individual manufacturers for updates regarding those products and
implement mitigation measures in accordance with manufacturer guidelines.

We continue to recommend our customers follow cybersecurity best practices, including maintaining
up-to-date software, antivirus, firewalls, device control, and usage policies to reduce the risk of cyber-

attacks.

If you have questions, contact Zetron Technical Support:

Zetron Americas Zetron EMEA Zetron Australasia
+1 877 284 4616 (press 3) +44 1256 880663 +61 7 3856 4888
+1 425 8206363 emea@zetron.com ausales@zetron.com

customercare@zetron.com

6:00AM to 5:00PM PST 8:00AM to 5:00PM GMT 8:00AM to 5:00PM AEST
(UTC +10 hours)

Standard Technical Support
available M-F only
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