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FirstNet Progress

By Sandra Wendelken

With the First Responder Network Authority (FirstNet)
wrapping up its second year of adding subscribers and
coverage, it's a good time for a check into where things stand
with the nationwide public-safety broadband network
(NPSBN).

In December 2019, AT&T said more than 1 million FirstNet connections
were in service with 10,000 public-safety agencies and organizations
subscribing to the service. The carrier also pushed back its launch of
mission-critical push-to-talk (MCPTT) service until 2020. The service was
originally scheduled to launch in 2019, but executives said it was important
to provide an excellent end-to-end experience, so AT&T is taking more time
to roll out the important feature.

“We are still tracking ahead of our contractual commitments for the launch
of this solution,” said an AT&T spokesperson.

There is no denying AT&T has made much headway during the past few
years to roll out the broadband network. In December, AT&T executives also
said the carrier had built out 75% of band 14 coverage, and continued site
builds are expected throughout the year.

Many other issues are coming into play, including integrating 9-1-1 service
into the FirstNet network, additional devices and applications for public
safety, and most importantly, how Project 25 (P25) and other public-safety
LMR networks will interwork with the Long Term Evolution (LTE) service.

2020 will bring many firsts for FirstNet, especially if MCPTT service
begins. Public-safety officials will have the last say on MCPTT service, as
well as whether the additional coverage is meeting their needs. The year will
also likely see final standards for P25 to LTE interworking, and time will tell
how the interworking technology rolls out in the commercial market.

We hope this e-book answers most of your immediate questions around
FirstNet and the short-term future. We’ll continue to cover the developments
and evolution in the magazine and on our website.
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The Importance of
FirstNet’'s Coverage

By Sandra Wendelken

As the First Responder

Network Authority | } NNOVATIVE COMMUNICATION SOLUTIONS
(FirstNet) wraps up its FOR THE PUBLIC SAFETY INDUSTRY

second year of service
for public-safety agencies

across the country,

coverage is a key area § ,-_'-{ AURORA" RADIANT™ A
that will help determine | COLLINEAR ANTENNAS PANEL ANTENNAS

the long-term success of g

the network and AT&T's E The next generation of robust omnidirectional ~ World’s most rugged, high gain dual-port,
contract to build out a . collinear antennas that utilize cutting-edge, cross-polarized panel antennas

nationwide public-safety broadband network (NPSBN).

AT&T continues to add FirstNet connections, reporting in December that
more than 10,000 public-safety agencies are using more than 1 million
FirstNet device connections. The network buildout was at about 75% as of
Dec. 3, and 700 MHz band 14 spectrum is deployed in more than 675
markets. The next reimbursement milestone for AT&T under its contract with R
FirstNet is 80% > Rugged > Public Safety Grade

For the first nine months of 2019, AT&T spent about $850 million related Construction
to the FirstNet build, according to its quarterly 10-Q filing with the Securities

field-proven balanced design

» Optimal Coverage

and Exchange Commission (SEC). During that time period, the carrier » Ultra-Wide and Capacity

received $134 million in reimbursement funds from FirstNet, compared with Bandwidth

$336 million that it received in reimbursement during the first nine months » Easy Network

of 2018, the filing said. > Low PIM Planning and
Adding coverage across the country, particularly in rural areas, is man- Characteristics Optimization

dated under AT&T’s contract with FirstNet, with rural coverage milestones

built into each year of buildout, executives have said, although the contract is » Easy-to-Install > Deployability

not publicly available.

North Carolina Coverage

The city of Whiteville, North Carolina, moved to FirstNet service in June SC469 / SC499 SP42
2018, and officials are using the hot spots for mobile data terminals at the
police and fire departments and AT&T’s Enhanced Push to Talk (EPTT)

MissionCritical Communications | www.MCCmag.com
The State of FirstNet: What Public-Safety Officials Need to Know about FirstNet and How It Interworks with P25 Systems

wwWw.Ssinctech.com/aurora-sc-series www.sinctech.com/radiant-series


http://www.sinctech.com/aurora-sc-series/
http://www.sinctech.com/radiant-series/

10 | The Importance of FirstNet’'s Coverage

service to supplement two-way radios. The city was the first municipality in
North Carolina to subscribe all of its departments.

Whiteville has not experienced coverage problems, and rural areas that
had some issues are seeing improved service, says Hal Lowder Jr., director
of emergency services for the city. “For me, FirstNet has the best coverage
and data from the choices of providers available.”

The rural southeast North Carolina city put FirstNet’s priority and
pre-emption capabilities to use during Hurricane Florence in September
2018. The city’s entire municipal business district and many residential areas
were completely underwater. At the deepest point, a U.S. Geological Service
(USGS) gauge read 12 feet of water in the southern municipal business
district — the water was over 8-foot fences downtown. Whiteville was cut off
and basically became an island. Personnel made more than 100 rescues
without boats or any outside support. The hospital was evacuated by U.S.
Coast Guard helicopters.

“At one point, in the city EOC (emergency operations center), our data
speeds were like old AOL dial-up, and | contacted my FirstNet rep in the
state EOC, and a deployable was brought in,” Lowder says. “We were back
up to normal in a few hours. During that event, we learned for a time,
FirstNet was the only system that was functioning. Our city’s network is
cloud based, so | had to have some type of internet service to log on and
utilize my command and control, weather gauges and other incident
management tools.

“One of my liaison officers was in the county EOC with his hot spot and
phone, and at that time, had the only communications device in the EOC.
Our public-safety answering point (PSAP) and LMR system went down as
well, and we used the EPTT to communicate with all of our responders in
the field.”

FirstNet subscribers have access to an uplift request tool in their local
control portal that can be used to give specific users priority and pre-
emption during an emergency. “During the Hurricane Florence recovery
efforts, there were issues, and we uplifted some of our responders, and it
was very effective,” Lowder says.

Whiteville officials also use the county’s proprietary LMR system. The state
operates a statewide system, and to be able to communicate with mutual-aid
assets, Whiteville has to purchase additional radios on another system.

“With EPTT, | am able to bridge that gap,” Lowder says. “Also, with radio
over IP (RolP), | have the ability to put radio communications into the hands
of more responders a lot cheaper. Also, during Hurricane Florence, | had
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assets that were coming
from out of state that did
not have either system. We
utilized the FirstNet EPTT
feature from a cache of
deployable devices so that
| had interoperability with
those assets.”

FirstNet also aids
Whiteville’s continuity of
government services. “Our
city relies on a cloud-based
system,” Lowder says. “After
Florence, we had no ISP

Source: AT&T, December 2019

(internet service provider),
so we turned to our FirstNet hot spots so that our essential services and
administration could continue to provide services. As a result, we have
added a router into our newly built city hall that is on FirstNet to give us a
third layer of redundancy.”

Coverage in Other States

John Kyler, radio technician for the Clear Creek County (Colorado)
Sheriff’s Office and a FirstNet subscriber, says coverage hasn’t been an
issue. He says AT&T hasn’t improved service within his jurisdiction, but
plans for more sites are underway, and current coverage is decent.

The Clear Creek County Sheriff’s Office, which uses FirstNet as its sole
data provider, has not yet used priority or pre-emption services during an
emergency, “but we expect it to be ready,” Kyler says.

The Kansas Highway Patrol (KHP) was one of the first agencies in the
country to subscribe to FirstNet in January 2018, although officers still use
Verizon service as well. KHP Capt. Jim Oehm said FirstNet coverage has
improved since the agency signed up for service.

“We have seen the buildout maps, and they seem to match what we are
seeing on the devices with the exception of band 14,” Oehm says. “The
devices we have do not show when you are in a band 14 coverage area, so
we really have no idea if we are operating in that range or not.”

KHP is waiting on some issues with its new in-car video systems and
laptops, including static IP addresses from AT&T, to be worked out before it
adds more FirstNet subscriptions.
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One public-safety official in Minnesota says agencies should conduct their
own validation testing before switching to FirstNet service because coverage
maps can be unreliable. He said his own local drive testing contradicted
other coverage sources.

In Vermont, the Public Safety Broadband Commission (PSBC) said AT&T
is working on new site builds. AT&T has until 2022 to fulfill its commitment to
build 36 new tower sites in Vermont. Six of the new tower sites are in Essex
County, with construction set to begin this year and the sites scheduled to be
on air by end-2020.

More than half of the new tower sites in Vermont are being built at locations
where there is no cell tower. AT&T forecasts that seven new FirstNet sites in
the state will be activated in 2019. As of May, 14 Vermont towns had band
14 equipment installed. FirstNet subscribers have priority and pre-emption
on all bands of the network. Adding band 14 to existing towers should
increase capacity and coverage for first responders and ensure they will
always have access to the network, regardless of the volume of users,
PSBC says.

The Elmore County (Idaho) Sheriff’s Department recently subscribed to
FirstNet, along with AAA Ambulance Service, American Medical Response,
the Anchorage Police Department, the Chicago Police Department, the
Federal Emergency Management Agency (FEMA), the Seattle Fire
Department and the U.S. Coast Guard.

“Rural Idaho presents significant challenges in terms of emergency
communications coverage and interoperability,” says Elmore County Sheriff
Mike Hollinshead. “FirstNet is addressing our challenges of coverage and
providing state-of-the-art capabilities needed to ensure the safety of the
public and our law enforcement officers.”

AT&T touts its fleet of 76 deployables for FirstNet subscribers. In 2019, the
carrier added an aerostat (blimp) and three flying cells on wings (COWSs) to
the FirstNet deployable program. AT&T said the blimp reduces the need for
multiple ground-based portable cell sites, freeing those dedicated assets to
be used by other agencies nationwide.

Each flying COW is comprised of two tethered drones and a trailer for
transport that is equipped with a satellite dish and fiber connections. The
units can withstand light rain and wind speeds up to 25 miles per hour. They
can reach heights of up to 400 feet, making them ideal for wildfires and
mountain rescue missions where the terrain is difficult for connectivity. The
flying COWs are set to be outfitted with band 14 by the end of 2019.

“We want to make the network available to public safety when and where
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they need it,” said FirstNet Board Chair Edward Horowitz in July. “This can be
macro coverage and capacity, as well as on-demand solutions like the
FirstNet-dedicated deployables or in-building coverage. Again, this is
evolving and advancing the actual buildout of the network to continue to
meet public safety’s needs.” il

Sandra Wendelken is the editor of MissionCritical Communications magazine.
Contact her at swendelken@RRMediaGroup.com.
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How Will ECCs
Interwork with FirstNet?

By Randy Richmond

Although this e-book covers how
the First Responder Network
Authority (FirstNet) interworks with
Project 25 (P25) systems, no
public-safety P25 system is complete
without consideration of emergency
communications centers (ECCs),
which are also known as public-safety
answering points (PSAPs). This article addresses the topic from a FirstNet
and P25 dispatch perspective.

Because the First Responder Network (FirstNet) primarily exists as a
communications resource for our nation’s public-safety agencies, it is no
surprise that the FirstNet request for proposals (RFP) released in 2017
contained requirements for the integration of ECCs. The RFP called the
systems encompassed by ECCs Public Safety Enterprise Network (PSEN)
in Sections C and J, attachments C-3 and J-8. By requiring ECC integration,
FirstNet, the public/private agency created by the 2012 Spectrum Act, was
acting on the law that also mandates the inclusion of ECCs.

According to the FirstNet RFP, FirstNet contractor AT&T is required to
develop an ECC integration plan and make progress against that plan at
each contract milestone. In addition to ECC integration, the FirstNet RFP
also contains requirements to integrate future mission-critical push to talk
(MCPTT) with public-safety LMR systems. The content of these plans is not
publicly available, but one can guess that a primary goal of the plans is to
meet public safety’s expectations.

Public safety’s expectations continue to be documented by the National
Public Safety Telecommunications Council (NPSTC). NPSTC’s LMR/Long
Term Evolution (LTE) Integration and Interoperability Working Group has
produced a series of reports outlining the considerations and expectations
for LMR integration with LTE, including FirstNet. These reports include the
following:

Bl Public Safety Broadband Console Requirements, September 2014

B Public Safety LMR Interoperability with LTE MCPTT, January 2018
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B MCPTT: Considerations for the Management of User ID and First
Responder Identity, November 2018

B MCPTT Considerations for Interoperability Talkgroup Naming and
Management, November 2018

Any discussion of LMR in a public-safety context would be incomplete
without including the dispatch capabilities typically encompassed by ECCs.
For these reasons, the NPSTC LMR/LTE working group is preparing to
update the broadband console requirements document to reflect recent
console expectations of public safety.

How To Achieve Integration

In considering how an ECC could integrate with FirstNet, we must
examine relevant open standards because the Spectrum Act that created
FirstNet also contains a mandate that FirstNet be built to open, nonproprietary
standards. The Third Generation Partnership Project (3GPP), the
international LTE standards body, has done an admirable job in taking global
public-safety requirements from FirstNet and other nationwide public-safety
broadband networks (NPSBNSs) and turning them into practical open
standards that are now being deployed. Specifically, this relates to the 3GPP
standard suite of mission-critical PTT (MCPTT), mission-critical data
(MCData) and mission-critical video (MCVideo), commonly abbreviated as
MCX. In addition, 3GPP is creating standards for an LTE Interworking
Function (IWF) that will enable LMR-to-LTE interoperability. No doubt, 3GPP
MCX and IWF play pivotal roles in FirstNet's ECC and LMR integration plans.

ECC Interworking Via LMR Standards

When it comes to LMR standards, North America is well equipped with a
public safety grade LMR open standard called Project 25 (P25). P25 systems
are available as either conventional or trunked to accommodate the wide
spectrum of needs from small to large agencies, and even statewide networks.
It is estimated that well over half of North American public-safety users are
using a P25 network. Therefore, P25 must be considered the primary LMR
scheme with which FirstNet should interoperate.

This is why two North American standards development organizations, the
Alliance for Telecommunications Industry Solutions (ATIS) with a focus on
LTE and the Telecommunications Industry Association (TIA) with a focus on
P25, settled on P25 standards for the LMR side of the IWF.

What does this have to do with ECCs? Fortunately, P25 has a defined
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interface for integrating dispatch consoles with P25 systems, the P25
Console Subsystem Interface (CSSI). The combined work of ATIS and TIA
on LMR/LTE interworking includes the use of the P25 CSSI as a means for
dispatch consoles to participate in the interworking. The P25 CSSI enables
individual calls, group calls, broadcast calls, emergency calls, talker ID, text
messaging and encryption — capabilities that both the P25 and MCPTT
standards support.

This addresses the needs of P25 systems, but what about other LMR
systems used by public safety? ATIS and TIA also have plans to address the
interworking of analog FM LMR systems, used by at least half of non-P25
public-safety users, with 3GPP MCPTT. But what about the remaining
percentage that is using neither P25 nor analog FM LMR technologies?
Fortunately, many dispatch consoles can be used as interoperability solutions,
and consoles such as Zetron’'s ACOM and MAX-Dispatch solutions can
patch virtually any public-safety LMR technology to P25 CSSI and thus act
as a gateway for an MCPTT IWF.

Console as an IWF LMR Gateway ]
©)
| LMR Networks Cellphones
iy
©® - 1
o f?h”« | E YR -
% Agency 1 @
g LMR ;
% @ ) Console P25 CssI @ 8
c A6 | Subsystem G & ®
E Agency 2 %
ic LMR a
= I =
tOX @) ) Dispatch Center tOl
AAbT G A
Agency 3
LMR LMR Interfaces
(P25, DMR, NEXEDGE, TETRA)

ECC Interworking Via Direct MCPTT

Eventually, when FirstNet has coverage and reliability that meet public
safety’s expectations, agencies will begin to migrate from LMR to FirstNet.
The IWF-based solution previously described addresses the transition. But
what is the solution for a future, fully transitioned MCPTT-only agency?
Fortunately, the 3GPP MCPTT standards include interfaces that can be used
by ECC dispatch console integration for direct access to MCPTT users;
however, 3GPP may currently lack open standard interfaces that are ideal
for dispatch purposes. The interfaces that can be used by ECC dispatch
console integration for direct access to MCPTT users are key because
some IWF solutions may allow consoles to communicate only with MCPTT
users that are also tied to LMR talkgroups. Once the LMR/LTE transition is
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complete and the Post Transition

LMR networks are . &

decommissioned, 7 VR

there must be & 2

solutions that are — _ G %g

pure MCPTT. et scee X e o8
As public-safety — intertace G s

agencies .prepare G E@]

to go to bid for a

new dispatch

console solution, they will be wise to stipulate that proposed solutions must
be able to migrate from LMR to 3GPP MCPTT and to operate in a fully
transitioned, pure MCPTT environment. Furthermore, they should require
that bidders exhibit an understanding of public safety’s expectations for
broadband dispatch consoles. Such systems and vendors are now available
on the market. B

Randy Richmond is a broadband strategy advisor at JVCKENWQOOD.
Richmond was formerly an engineer and engineering manager for Zetron's
public-safety telecommunications dispatch center products, including the
Series 4000 radio dispatch consoles and Series 3200 E9-1-1 emergency
call-taking system. He was also the product manager for the same product
lines. Richmond is a contributor and committee co/vice-chair for national
standards for public-safety telecommunications, the National Emergency
Number Association (NENA) E9-1-1 equipment standards, Project 25
(P25) digital two-way radio standards and the National Public Safety
Telecommunications Council (NPSTC) Long Term Evolution (LTE) Console
Requirements Working Group. Email feedback to editor@RRMediaGroup.com.
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Why QoS Is Critical to
Shared Public-Safety Backhaul

By Robert Kwapisz

Public-safety personnel have
access to more mission-critical
voice and data than ever before.
Requirements include new tech-
nologies and applications such as
push-to-talk (PTT) over cellular =N
(PoC), body cameras and location = B g
mapping. As more organizations adopt these capabilities, networks must
also maintain pace to support them.

Leveraging carrier-based networks can provide greater access to this
information and its users; however, these networks also introduce new
challenges because mission-critical voice and data must compete for network
demands from other agencies and individuals.

What Is Backhaul?

A backhaul is a network that connects a system’s core infrastructure to
other smaller networks or devices at the edge. Backhauls are responsible for
transporting voice, data and control traffic. Backhauls can be wired, wireless
or a combination of both.

In private networks, backhauls are managed by one or a few interoperating
agencies with a well-defined set of users. There is little resource competition
because there are fewer users and coordinated missions.

Conversely, IP carrier-based backhauls support a broad scope of users,
including consumers, businesses, utilities and other government agencies.
Mission-critical voice and data must compete for bandwidth with other
lower-priority applications and services. Because the First Responder
Network Authority (FirstNet) is limited to public safety, the competition for
backhaul is reduced. However, even in a public-safety network, there is still
competition for throughput between the different agencies and their priorities.

What is QoS?
Quality of service (QoS) is a measure of a network’s overall performance.
Think of a large grocery store that carefully monitors foot traffic to determine
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how many checkout personnel need to be on staff on any particular day.
But, the grocery store still needs to have the cash registers and check-out
lanes, even when they aren’t being used. In this example, the number of
checkout personnel is the QoS. The goal is to find the most efficient way to
manage traffic within the defined resources. The following describes several
guantitative and qualitative measures of QoS.

Availability. Availability means the system will be operational when needed.
Availability encapsulates concepts such as redundancy/backups, uptime
percentage, site monitoring and best practices. Complex systems have more
failure points, which can lead to lower availability.

Implementing high availability is often difficult and expensive because of
the additional hardware and software licensing costs that do not translate
directly into improved performance; therefore, any business case for high
availability must focus on the user impacts of system failures and the
potential for loss of life and property.

Reliability. While availability is a measure of the amount of time a system
is in an operational state, reliability is a measure of how long a system
functions as intended. Core infrastructure and any single points of failure
should be identified early in the design phase to ensure an appropriate level
of hardness is implemented at these points.

Jitter. Jitter is a variation in periodic signal timing. Many systems depend
on inputs, such as clock signals, that occur at regular intervals for proper
operation. Excess jitter can cause performance issues, especially when
multiple sites are located miles apart, for example, in simulcast systems.

Packet Loss. Packet loss is a measure of how much voice and data are
lost during a transmission. Packet loss can be caused by network congestion,
poor-quality transmission links, unmaintained hardware, and weather and
atmospheric conditions. Many systems with built-in error correction will drop
packets if there are too many bit errors independent of their content.

Throughput. Throughput describes the bandwidth required during typical
and peak demand. Throughputs should be estimated based on the types of
voice and data used and how many users are expected to use the system. If a
system'’s throughput exceeds the network’s available bandwidth, problems
such as packet loss and jitter may occur.

Latency. Latency is a measure of the amount of time it takes information
to travel between two endpoints on a network. This is a factor of the speed
of transmission and throughput at each hop along the transmission path.

Security. Before an organization entrusts its voice and data to a third-party
backhaul, the backhaul provider must guarantee those transmissions cannot
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be intercepted, falsified or maliciously blocked. The public-safety organization
also has a responsibility to ensure transmissions are encrypted and decrypted,
when necessary, at the appropriate endpoints in accordance with government
and industry guidelines and best practices.

Priority. Priority refers to the classification assigned to the voice and data
packets. IP applications typically use differentiated services code point
(DSCP), while Third Generation Partnership Project (3GPP) Long Term
Evolution (LTE) systems use QoS class identifier (QCI). Some classifications
include best effort, bulk data, network management, mission critical, video
streaming and voice. Using DSCP and QCI requires the applications and
devices generating voice and data to properly mark their packets with a
value that maps to the correct priority class within the backhaul.

It is important to know how different types of traffic are prioritized in the
network and resolve any potential conflicts ahead of time.

Why is QoS Important?

In the summer of 2018, the Mendocino Complex Fire raged through
California. The fires were contained after 450,000 acres had burned. More
than $200 million was spent fighting the fires, which destroyed 280 structures,
damaged another 37 and left one firefighter dead. Ultimately, firefighters
discovered their internet access became unusably slow when trying to
coordinate an effective response.

It became painfully clear that the third-party backhaul was not providing
the QoS the firefighters required in their greatest time of need. Upgrading
the network to more speed is not sufficient if the underlying issues are not
addressed.

QoS is vital to any organization reliant on mission-critical voice and data.
The ability for first responders and dispatchers to be heard translates
directly into saving lives. The problems highlighted by the 2018 fire are
common to many systems. Specifically, peak usage is challenging to predict,
and an organization’s need to access mission-critical resources may occur
at the same time those resources are at capacity, with other organizations
demanding access at the same time.

There is no one-size-fits-all QoS solution that can be uniformly shared
between all public-safety organizations. The following questions should form
the basis of discussions when deciding how public-safety voice and data
need to be managed during transmission:

B What is the minimum throughput required to support voice and data
applications?
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B What other data, including video, system management, database
lookups and mapping, will be required?

B Will some users need the ability to pre-empt others?

B Do the voice and data need to be secure in transit or logically separated
from other traffic?

B What is the maximum latency, jitter and packet loss tolerated by the
voice and data applications?

B What voice and data are most important to control, and which are of
less concern?

B Does the carrier provide transparency and adhere to open standards?

The answers to these questions will help determine which QoS parameters
are most important and the factors to be included in a service level agreement
(SLA). An SLA is a contract that obliges the carrier to offer a level of service
and may include topics such as cost per megabyte or user, bandwidth and
a description of how the network will prioritize traffic during congestion. A
poorly defined SLA may be discovered too late. A well-reviewed SLA will give
a public-safety organization confidence that first responders and dispatchers
will be heard, and problems like those experienced during the Mendocino
Complex Fire will not reoccur.

The SLA should, at a minimum, cover the following:

B Who else, besides the organization, will use the backhaul? Do they
have SLAs that are in conflict or competition with the organization?

B Does the SLA guarantee that the organization’s voice and data
requirements will be met at all times? If not, does the SLA capture which
voice and data get higher priority?

B How will the organization be compensated in the event of network
unavailability?

B Does the SLA guarantee no throttling of data when it is most needed?

In addition to the carrier’'s SLA, the organization itself needs to ensure that
users do not use mission-critical resources for non-critical voice and data.

In some cases, the SLA the carrier is willing to commit to may not be
sufficient to meet the organization’s requirements. The organization then
must determine if the benefits of operating over a shared backhaul outweigh
the risks. A private or mixed network may be an alternative that gives the
organization more control.

A well-designed QoS architecture is vital for public-safety personnel to be
heard over any Project 25 (P25) or LTE backhaul. P25 and LTE networks will
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be integrated for decades and present unique opportunities for increased
functionality but only when the voice and data get through.

A strong understanding of QoS concepts and parameters is invaluable
to any agency that is dedicated to protecting lives. By having a better
understanding of the parameters that can impact communications, decision-
makers can ensure that their organization will be heard.

Robert Kwapisz has more than eight years of experience working in the
defense and public-safety industries in Canada. Kwapisz helps ensure
Codan customers receive Project 25 (P25) solutions tailored specifically to
their needs. He graduated from the University of Calgary in 2011 with a
bachelor’s degree in computer engineering and worked as a systems
engineer with General Dynamics Canada prior to joining Codan. He maintains
a strong interest in IP networking and cybersecurity as public-safety
organizations begin to migrate toward IP technologies. Email feedback to
editor@RRMediaGroup.com.
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Disaster Response
with Satellite

By Britt Lewis

In the aftermath of Hurricane
Maria in September 2017, a news
report described Puerto Rico as
“eerily cut off from the rest of the
world.” At the peak of the damage,
more than 90 percent of the
territory’s cellular sites were out of
service, and the storm took down
many LMR sites and microwave links. In addition, the hurricane destroyed
most of the island’s electrical infrastructure.

We can learn many lessons from incidents such as Hurricane Maria,
primarily that proactive planning, as opposed to reactive positioning, plays a
crucial role in developing a resilient and secure communications architecture
for first responders. Well in advance of these events, responders must work
with their communities, public budget decision-makers and elected leaders
to have a reliable, communications toolset in place. Such planning enables
these responders to transmit voice, data and video reliably in a secure
environment.

If responders wait to plan until a disaster strikes, it will be too late. In the
evolving threat and technology environment, a proactive approach addresses
risks on an end-to-end basis. All of this is about preparedness because it
is far easier, less costly and more effective to put the communications
architecture building blocks in place before the worst happens.

Satellite communications is a critical element of a disaster communications
architecture. Satellite adds an essential layer of resiliency during catastrophes
and delivers a dependable — and possibly only — connectivity capability
that augments terrestrial communications including LMR networks for
enhanced, robust connectivity. Satellites also establish a highly reliable
redundant communications path by directly accessing satellites thousands
of miles above the Earth.

Satellite networks use satellites to “bounce” voice or data signals to or
from a remote user through the sky and back to one or more geographically
redundant downlink facilities (earth stations), which are connected to the
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global communications backbone networks. This enables communications
virtually anywhere, as long as users have a line-of-sight path through the air
to the satellite. The satellite’s automatic failover/failback capabilities enable
first responders to securely collect and share information. Often this involves
transmitting images and video of the disaster scene to improve situational
awareness and tactical planning and response. This is why satellite services
are critical in these circumstances, to always be there for the first-in/last-out
capabilities upon which first responders depend.

Therefore, satellites must be incorporated as part of the overall
communications architecture planning, so the network responds and recovers
in a timely fashion. When LMR, Long Term Evolution (LTE) and Wi-Fi are
unavailable, the architecture failover function then switches to satellite
communications for seamless connectivity. If state and local first responders
have this capability in place in advance, they are sufficiently preparing
themselves for the unknown. They are confident that their network will be
restored, regardless of the environment. They can confidently operate with
full autonomy because satellites deliver the continuous communications
capabilities to perform at this level.

FirstNet and Satellite Comms

Through the First Responder Network Authority (FirstNet), AT&T is helping
first responders accomplish this goal. FirstNet is a nationwide broadband
network offering priority, pre-emption and end-to-end encryption tools that
equips first responders with reliable communications to enhance their ability
to save lives and protect U.S. communities. As part of the AT&T-selected
FirstNet team, Inmarsat Government offers resilient and secure satellite
communications capabilities, so FirstNet users can use narrowband and
wideband satellite communications solutions that support voice, data and
video links, as required.

The architecture must eliminate common points of failure within the
communications infrastructure to achieve required resiliency. For FirstNet,
Inmarsat Government provides virtually anytime/anywhere connectivity
supported by on-orbit spacecraft and ground station redundancy, as well
as an L-/Ka-band hybrid solution for resiliency and frequency diversity. This
makes the network available when terrestrial networks aren’t, and first
responders can stay connected at a standstill or on the move.

In fact, new developments in vehicular network systems (VNS) for
responders permit seamless interworking and roaming across network
coverage, from LMR to LTE to satellite communications networks. With the
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integration of these systems, the overall architecture delivers high availability
and comprehensive coverage, no matter how battering or harsh the physical
conditions in which responders must operate are. The satellite-enabled VNS
supports advanced encryption standard (AES)-256 payload encryption to
protect communications as mandated by the U.S. government for use by all
public-safety agencies.

The ability to integrate satellite communications with existing radio solutions
in a multibearer network helps eliminate LMR/LTE white spaces where
these terrestrial networks are not available. The satellite element provides
unparalleled network coverage and resilience anywhere in the FirstNet area
of responsibility and helps bridge LMR and LTE gaps while also addressing
responders’ top concerns: coverage and security requirements.

Satellite communications capabilities are an integral part of the FirstNet
vision for providing 99.9% geographic coverage of the U.S. states and
territories for public safety. FirstNet provides satellite solutions to all FirstNet
customers with a single bill and a single point of contact for both LTE and
satellite communications needs. Only existing customers of FirstNet can
purchase satellite solutions. Inmarsat subject matter specialists can meet
with FirstNet subscribers to understand requirements and budgets and
propose a variety of off-the-shelf or custom FirstNet solutions available on
the subscriber’s preferred purchasing/contracting vehicles.

Threats and Countermeasures

Much like a disaster, a cyberattack can take down a network in seconds,
rendering it useless. First responders require information-driven
communications based on sharing and collecting critical data over a robust
network. Cyber threats are no longer an exception but have become the
unfortunate norm. If proper resources are not allocated to combat these
threats, exploited vulnerabilities will lead to severe consequences. In a draft
version of the “Security Analysis of First Responder Mobile and Wearable
Devices” report, the National Institute of Standards and Technology (NIST)
summarizes numerous attack methods that could be used to exploit the
communications systems supporting various public-safety networks. These
threats include denial of service, unauthorized access to sensitive information,
user impersonation, insider threats, theft, malware and use of public data
sources to perform a malicious activity.

Security awareness and secure engineering must serve as the
cornerstones of any communications architecture. Service providers should
constantly consider existing and emerging threats, and develop the necessary
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countermeasures achieve absolute mission assurance on a resilient network.

Inmarsat’s worldwide satellite communications network is protected by
deep layers of security engineered into end-to-end systems from the
satellites to the ground segment to the terrestrial fiber, which connects the
different ground segments. User information is protected by working with
trusted equipment vendors and the Inmarsat type-approval process.

Inmarsat Government has a team of experts charged with ensuring all
internal and customer-managed communications networks are sufficiently
fortified from ever-evolving cyber threats. The team architects solutions using
defense-in-depth principles, replication and clustering technologies, and
multiple availability zones with self-healing and auto-failover capabilities to
help ensure availability meets first responder needs.

This is consistent with work Inmarsat Government has done with its
military clients to keep information assurance certifications aligned to the
customers’ evolving risk management approach. As part of this process,
the company performs penetration testing to validate that its countermeasures
meet stringent requirements for confidentiality, availability and integrity of the
network for the mission. This systematic approach to applying
defense-in-depth principles enables expeditious threat detection, prevention
and mitigation capabilities, enhancing resilience and mission assurance.

Cybersecurity and unimpeded public-safety communications are
critical elements in a network architecture. A network that seamlessly provides
a common operational picture and allows first responders to constantly
share information within and outside the impacted area is critical. Advanced
planning is key, and Inmarsat Government supports these elements while
working closely with first responders:

Mitigate. Protect and enhance the overall physical and logical health of
communications.

Prepare. Improve emergency preparedness posture across local, tribal,
state, federal and private-sector entities to reduce risk while implementing
physical and logically diverse primary and backup communications that do
not share common points of failure.

Respond. Establish resilient communications pathways. Restore radio
network outages through auto-failover mechanisms.

Recover. Invest in solutions that rapidly reconstitute critical communications
services in the event of disruption and that eliminate any cascading effects.

No disaster is easy to manage. Inevitably, these events result in the
destruction of public and personal property, and there is often a significant
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human toll. The entire scene can trigger a wave of complex, unpleasant
emotions. Within it all, first responders must focus on the victims. They
should not need to worry about whether they will be able to communicate
with other responders from a multitude of different agencies on site and at
other locations. Fortunately, with resilient and secure satellite communications
solutions readily available to them, they will not have to. First responders can
prepare well in advance for anything that comes their way. B

Britt Lewis is senior vice president, direct sales and business development,
Inmarsat Government, a wholly owned subsidiary of Inmarsat. Lewis has
more than 35 years of experience in sales and business development,
business strategy, market and competitive intelligence, and product and
marketing management. Prior to joining Inmarsat Government, Lewis
served in various leadership and management positions for Intelsat.

Email feedback to editor@RRMediaGroup.com.
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LTE Interoperability
Across Borders

By Joseph Fournier and
Claudio Lucente

Some of the fundamental
public-safety communications
capabilities that are expected
to enable safety, security and
mission-effectiveness goals
are not available with
commercial service providers. The lacking features include the ability for a
user's communications session to transition seamlessly from one service
provider to another, for priority and pre-emption privileges to follow a first
responder in that migration, and the capability to pool the capacity of mobile
broadband networks among service providers covering an incident area and
make intelligent decisions to share traffic load.

Defence Research and Development Canada’s Centre for Security
Science (DRDC CSS) and the U.S. Department of Homeland Security
Science & Technology Directorate (DHS S&T) targeted these areas in
experiments under a binational program to enhance both countries’
resilience to natural and man-made disasters. The Canada — U.S. Enhanced
Resiliency (CAUSE) series of experiments demonstrated advanced
communications capabilities, including Long Term Evolution (LTE) technology;,
to first responders and revealed research needed to realize those capabilities.

Each Country’s Landscape

While the U.S. nationwide public-safety broadband network (NPSBN),
overseen by the First Responder Network Authority (FirstNet), is being
implemented, Canada’s NPSBN is in the planning stages. To ensure a high
level of interoperability between both countries, LTE is the initial technology
that will likely anchor Canada’s NPSBN, similar to FirstNet.

An LTE mobile network operator that serves both commercial and
public-safety subscribers can allocate radio resources dynamically between
its various user groups in accordance with quality of service (QoS), priority
and pre-emption (QPP) privileges. However, some technical and administrative
complexities may arise if two different operators that share the same spectrum
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serve commercial and public-safety users.

First responders expect to maintain uninterrupted service as they migrate
from one network to another. This scenario will happen when first responders
from Canada and the U.S. join in mutual aid during emergencies that occur
near the international border. Both teams could potentially be served by the
Canadian and U.S. public-safety broadband networks, which operate in the
same 700 MHz band. While industry standards have addressed maintaining
service continuity during handover between mobile networks, they are not
commonly implemented. In most cases, an active session will drop when a
user’s service is handed over to another carrier.

Another consideration is how to balance traffic loading between cells. The
traffic load among neighboring cells is monitored and, if needed, user traffic
is directed to less loaded cells to balance the traffic among the group.
Congestion-based load balancing is typically performed within the same
network, but for first responders in areas that are served by both Canadian
and U.S. mobile broadband networks, the load-balancing function should
operate between cells that are part of two different operators on the same
frequency band.

Each successive CAUSE experiment built on the capabilities demon-
strated in the previous experiment, and the focus of this article is the final
experiment — CAUSE V.

LTE Features

Seamless Handover. There are several different mobility use cases, but
the CAUSE experiments tackled intercell mobility with different mobile
operators using LTE as the radio access technology (RAT), with the additional
constraint of being co-channel.

The Third Generation Partnership Project (3GPP) defined the requirements
for service continuity. Service should be maintained during and following
changes of 3GPP access systems and non-3GPP systems, called inter-RAT
handover. In addition, it should be possible to support inter-public land
mobile network (PLMN) handover with seamless service continuity within
a 3GPP-specified access system, called inter-PLMN handover, with the
same RAT.

For inter-PLMN handover to occur, it is necessary but not sufficient for the
user to have roamed onto another network. The GSM Association (GSMA)
specifies two types of LTE-to-LTE roaming:

B S8-based home routed (S8HR) — A user’s traffic is routed to the home
mobile network
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M Local breakout (LBO) — A user’s traffic is routed to the visited mobile
network

The scenarios in the CAUSE experiments used S8HR, where the user
traffic is carried between the visited serving gateway (S-GW) and the home
packet data network gateway (P-GW) using the S8 reference point. 3GPP
specified the maximum time to execute a successful handover with reference
to the user equipment (UE) connection. If the combined latency is greater
than the handover time, the handover may fail.

Mobility Load Balancing (MLB). 3GPP treats MLB as part of the self-
optimization function, one of the dimensions of self-organizing networks
(SON). This function optimizes network coverage, capacity and handover, as
well as reduces interference.

While considering MLB, one way of reducing the traffic loading in cells is
to trigger the handover procedures of UEs in highly loaded cells to less
loaded cells and to delay the handover of UEs from less loaded cells to more
highly loaded cells, called handover MLB (HO-MLB). Practical solutions to
enable inter-PLMN HO-MLB need further study. There is a trade-off between
load balancing gain and handover success rate; one is maximized at the
expense of the other.

QPP. LTE provides for three fundamental mechanisms to manage
congestion in the user data and signaling planes: access class barring
(ACB), allocation retention priority (ARP) and QoS class indicator (QCI).
3GPP has proposed standardized characteristics for 17 out of a possible
256 QCI levels.

The Experiments

The CAUSE experiments involved first responders participating in hands-on
experiments using scripted procedures and scenarios. The capabilities of
interest to public safety were:

B The ability to make effective use of tools and applications that provide
rich, dynamic situational awareness during an incident;

B The ability to access and share information and seamlessly communicate
with each other;

B The ability to make the most effective use of limited spectrum of mobile
networks by dynamically prioritizing the use of the spectrum; and

B The ability to maximize the availability of radio resources in an incident
area by sharing traffic between cells.
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The functions of the mobile networks exercised to demonstrate the
operational capabilities for first responders included:

B Seamless handover and service continuity using the S10 reference
point between the mobility management entities (MME) belonging to different
carriers;

Bl Balancing the cell loading using the X2 reference point between eNodeBs
belonging to different operators; and

B Using the LTE QPP parameters to dynamically adapt the allocation of
radio resources of different mobile networks to UEs according to prioritization
policies that were established for the experiment.

The CAUSE experiments involved a number of variables for the technologies
that were used to demonstrate the operational capabilities. Some parameters
were identified as variables, but their values were constrained by external
factors. For example, antenna heights were set by availability of suitable sites
for the eNodeBs.

Planning and Preparation

The desired capabilities of first responders were scrutinized against an
evaluation of the technical and programmatic risks of being able to undertake
the task in the allotted time. CAUSE |V focused on inter-PLMN seamless
handover and service continuity. CAUSE V added inter-PLMN, HO-MLB and
QPP policy enforcement to the scope.

The locations for the experiments were selected to be close to, or along
the Canada-U.S. border:

B CAUSE llI: Saskatchewan, Alberta, and Montana (November 2014)

B CAUSE |V: Sarnia, Ontario, and Port Huron, Michigan (April 2016)

B CAUSE V: Abbotsford and Surrey, British Columbia; and Bellingham,
Blaine and Sumas, Washington (November 2017)

Network elements were located in various locations in Canada and the
U.S. and leveraged the public internet to interconnect the sites. For CAUSE
V, the wireless coverage for the three eNodeB sites was modeled with Planet
software from InfoVista. The sources of 3D digital terrain data were National
Resources Canada (0.75 arc-second resolution) and U.S. Shuttle Radar
Topography Mission (SRTM) V3 data (1 arc-second resolution).

The experiments examined operational capabilities for Canadian and U.S.
first responders when operating in mutual aid. They were demonstrated
through a set of scripted procedures for the first responders and with
technical support from Canada’s Communications Research Centre (CRC)
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and Texas A&M University (TAMU).

The purpose of the CAUSE IV experiment was to demonstrate the
seamless continuity of communications before, during and after the handover
of service between a Canadian mobile network and a U.S. mobile network
both operating in the same frequency band.

The scenario for the CAUSE V experiment added the capability to
seamlessly balance traffic between cells that pertained to two different
mobile networks. The ability to prioritize public-safety traffic over non-public-
safety traffic, regardless of which network it was connected to, was also
demonstrated. Several multimedia applications were used to load traffic onto
the networks and to allow users to assess the usability of those applications
under different conditions.

CAUSE V Experiment

RF Coverage. The results of extensive drive testing after site installation
and leading up to the experiment validated that the coverage simulations
were acceptable for the purposes of the experiment. Typically, tuned RF
propagation models are considered acceptable within 6 to 8 dB of accuracy.

Access Class Barring (ACB). The experiment involved two classes of
users, commercial and public safety, sharing the same LTE network. When
ACB was activated on the eNodeBs, it prevented the commercial users from
attaching to the network while leaving the network accessible to public-safety
users, irrespective of what their home PLMN was.

When ACB was enabled on the eNodeBs, it enforced the ACB rules as
soon as the new configuration was applied to the eNodeBs, such that
commercial UEs in idle mode could not attach to the eNodeBs. However,
commercial UEs connected at the time that ACB was enabled remained
connected, and the handover for those UEs continued to be supported. This
behavior is consistent with the purpose of the ACB congestion control
mechanism, which is to mitigate congestion on the signaling plane by
reducing the number of attach requests.

Prioritization. The default bearers of designated commercial users were
assigned QCI-9, and those for public-safety users were assigned QCI-8,
where the latter has higher priority. The values were stored in the core
network’s subscriber profile repository and transferred to the eNodeB when
the UE attached to the network, where the appropriate resource scheduling
weights were applied.

Although the scheduling weights per QCI took effect as soon as a new
configuration was pushed to the eNodeB, they did not affect bearers that
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were already established. The connected UEs were affected by the new
scheduling weights when they cycled from idle to connected states because
this process involves re-establishing the default bearer.

During the experiment, two commercial users were attached to an
eNodeB and initiated video-streaming applications. Because the cell was
not congested, the two users experienced high-quality video with no
interruptions or freezes. While the two commercial users streamed video,
three public-safety users attached to the same eNodeB and established a
three-way video conference call. This call, combined with the video streams
of the commercial users, required more than 25 Megabits per second (Mbps)
of capacity to simultaneously support all the sessions.

To exercise the prioritization functions, the eNodeB’s modulation scheme
was limited to 16 QAM instead of 64 QAM, causing the sessions’ aggregate
throughput to exceed the cell's downlink capacity of 15 Mbps. When the
eNodeB’s scheduling weights were applied, the commercial users’ video
streams froze, while the three-way video conference of the public-safety
users remained unperturbed.

The prioritization action affected commercial users regardless of what their
home PLMN was, indicating that the QoS parameters for visiting users were
asserted in the visited PLMN and confirming that the QoS settings were
configured identically in the two networks.

Pre-emption. The experiment on pre-emption was performed on default
bearers; pre-emption tests on guaranteed bit rate (GBR)-dedicated bearers
were not performed. Public-safety users were configured with higher priority,
were capable of pre-empting lower priority bearers and were not pre-emptible.

In the experiment, the pre-emption rules were applied at the UE attach
request. When the default bearers were pre-empted, the effect on applications
using that bearer were immediate in that all downlink and uplink traffic for
those applications was interrupted. A video stream without buffering showed
the immediate — less than a second — effect of pre-emption.

The pre-emption action affected commercial users regardless of what their
home PLMN was, indicating that the pre-emption parameters for visiting
users were asserted in the visited PLMN and confirming that the QoS
settings were configured identically for the two networks. Although the
pre-emption setting became active as soon as a hew configuration was
pushed to the eNodeB, it did not affect the default bearers that were already
established because the eNodeB performed access control/pre-emption
when receiving a bearer creation request.

Inter-PLMN Seamless Handover. The experiment demonstrated that
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bearer sessions could remain active during the handover from the eNodeB
of one PLMN to the eNodeB of another PLMN, provided that the S10
reference point of the MMEs of both core networks are interconnected.
Despite the latency on the S1, a factor in handover failure rate, more than
100 handover attempts using a selection of UEs were successfully completed
during the preparation and demonstration stages of the experiment. Most
UEs tested tolerated a combined S1 and S10 latency of more than 200
milliseconds, but other UEs did not handover at all. The high latency was
because of the long distances and backhaul routes between the eNodeB
and the MMEs to which they pertained. The S1 signals traversed numerous
WAN domains as well as the internet. The latency on the S10 was insignificant
because the MMEs for both PLMNs were co-located at the CRC in Canada.

Other variables such as time to trigger (TTT) — set to 40 ms in
CAUSE V — and the speed of the UE could contribute to the handover
failure rate. In the experiment, the UE speed was less than 70 kilometers per
hour (kmph) at which the effect on handover failure rate is negligible.

Inter-PLMN MLB used the elements of inter-PLMN seamless handover
combined with information regarding cell loading that is carried on the X2
reference point. In the experiment, the X2 reference point of the eNodeBs
pertaining to two different networks was interconnected.

The ability to demonstrate congestion-based mobility load-balancing with
session persistence required the selection of locations where the signal
levels were conducive to triggering the handover between the two networks
during the in-field preparation for the experiment. Once those locations were
identified, more than 90 percent of the attempts to trigger handovers were
successfully demonstrated, with no detrimental impact on applications.

Applying the Findings

To achieve the interoperability demonstrated in the CAUSE experiments
in real-world deployments, greater operator cooperation is necessary. At a
minimum, carriers must configure the QPP parameters identically and
interconnect the S10 and X2 reference points. If interconnecting the X2
reference point between eNodeBs of separate carriers is not feasible, then
S1-based handover should be used with constraints on latency. Hence, S1
and S10 latency must be taken into consideration in the allocation of the
delay budget for the maximum allowable handover time. As well, the S1-based
SON transfer approach for HO-MLB should be studied further as a way to
achieve inter-PLMN congestion-based load balancing.

The subject of seamless handover will become more important as
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commercial carriers deploy mission-critical services. Inter-PLMN service
continuity of mission-critical push to talk (MCPTT) and device-to-device
communications — both on and off network — are important subjects for
future study. Furthermore, all variants of 5G are expected to coexist with
LTE and non-3GPP technologies such as Wi-Fi. Persistent, pervasive and
seamless connectivity of first responders in heterogeneous networking
environments remains an important capability need for first responders and
should be examined in future experiments. In addition, the co-channel
interference environment will become more congested as networks become
denser. The use of further enhanced intercell interference coordination
(FelCIC), network-assisted interference cancellation (NAIC) and coordinated
multipoint transmission/reception (CoMP) to suppress and/or cancel
interference between operators should be studied further.

During the CAUSE IlI, IV and V experiments, the research and experiment
teams demonstrated the effective use of LTE, the ability for users to migrate
between the coverage of two separate mobile networks without any
noticeable impact on the mobile broadband service, for priority and
pre-emption privileges to follow them as they migrate, and for cells that
pertain to two separate mobile networks serving an incident area to share
loading seamlessly. A key lesson from the experiments was that service
providers must coordinate and cooperate in ways that transcend roaming
agreements. This is unchartered territory for service providers, but the
experiments demonstrated it is possible.

Joseph Fournier has 30 years of experience in the wireless domain and is
with Defence Research and Development Canada’s Centre for Security
Science (DRDC CSS) in Ottawa, responsible for the wireless technology
portfolio. He previously led the wireless network design group at the
Communications Research Centre (CRC) at Innovation Science and
Economic Development. Before joining the government, Fournier held
senior management positions at a number of industry organizations
including Intelcan, Newbridge Networks and Alcatel Networks.

Since 2010, Claudio Lucente has been a contractor with DRDC CSS
researching and advising on the applications of Long Term Evolution (LTE)
technology toward implementation of a nationwide interoperable public-
safety mobile broadband communications network. In 2017, he received

the Heinrich Hertz award from the National Public Safety Telecommunications
Council (NPSTC) for leading a binational Canada-USA work group.
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Integrating FirstNet
with NG 9-1-1 Systems

By Sandra Wendelken

The First Responder Network
Authority (FirstNet) in 2019
released its road map detailing
future plans for the nationwide
public-safety broadband network.

The road map will help FirstNet
direct future investments and
prioritize its programs, activities
and network improvements.

The FirstNet road map includes
six technology and capability
domains, one of which is situational
awareness, which includes many technologies important to next-generation
9-1-1 (NG 9-1-1). Those technologies include location services to accurately
locate people, vehicles and assets outdoors or indoors including X, Y and Z
coordinates.

To that end, the FCC in November adopted rules to help emergency
responders determine the location of a 9-1-1 caller from a high-rise. The
rules require wireless providers to meet an increasingly stringent series of
location accuracy benchmarks, including providing the caller’s dispatchable
location, such as the street address and apartment number, or coordinate-
based vertical location on a phased-in basis beginning in April 2021.

Specifically, the order adopts a vertical, or Z-axis, location accuracy metric
of £3 meters relative to the handset for 80% of indoor wireless 9-1-1 calls.
The commission is seeking comment on establishing a long-term timeline
for more stringent vertical location accuracy, including ultimately requiring
wireless providers to deliver the caller’s specific floor level.

In addition to location technology, mapping software that can access,
integrate and present geolocation information from multiple sources is
important for 9-1-1 centers. Video and photos will also be important to
dispatchers, who will be analyzing video from dash cameras, drones, body
cameras and buildings.

Other technologies will also be key to NG 9-1-1, and Jeff Cohen, chief
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counsel and director of government relations for the Association of
Public-Safety Communications Officials (APCO) International, says full
interoperability for FirstNet won't be achieved without a connection to
NG 9-1-1.

“There will be a gap in the chain of communications” without interoperability
between FirstNet and NG 9-1-1, says Cohen.

Mike Dame, an official from the National Telecommunications and
Information Administration (NTIA) who oversaw the FirstNet-focused State
Implementation Grant Program (SLIGP) grants, agrees. He says the issue
should be addressed on the front end, rather than following the LMR model
for interoperability, which had too many delays and was too expensive.

Jay English, APCO chief technology officer (CTO), says the industry must
tell federal lawmakers what NG 9-1-1 is and agree on the best way to
implement it before Congress will appropriate money for NG 9-1-1. “Denver’s
new 9-1-1 center should be able to talk to any other 9-1-1 center,” he says.

The Next Generation 9-1-1 Act of 2019, which was introduced in the
House and Senate and referred to committees in May, would authorize $12
billion in funding to help in the transition to NG 9-1-1. To be eligible for that
funding, states would have to show that they are not diverting 9-1-1 fees to
other uses and would have to use initial funding they receive to set up a
sustainable grant fund.

Other goals of the bill would be to establish strong definitions of NG 9-1-1
and key elements, such as interoperability. The bill defines NG 9-1-1 as a
system that “employs commonly accepted standards.”

In a presentation, English says that the definition of NG 9-1-1 — in addi-
tion to being IP-based with new communications inputs and multimedia —
must include the possibility for disparate systems, emergency communica-
tions centers (ECCs) and authorized agencies to interoperate.

However, asking vendors for NG 9-1-1 “based on standard ABC” is not
the best way to achieve interoperability, English says. “Tell the vendors what
you need.”

The presentation suggested ECC managers should ask vendors whether
they can guarantee that their NG 9-1-1 solutions will be seamlessly
interoperable with other solutions and carrier networks without additional
upgrades, as well as share data with other companies’ products without
special interfaces or costs.

Most industry experts agree standards are an effective method to achieve
competition and interoperability. In June, the National Emergency Number
Association (NENA) announced it was taking comments on Version 3 of its
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i3 NG 9-1-1 standard, which it called an “open standard created through the
collaboration of industry, academic and public-safety experts.”

Some states are just beginning or are in the early stages of NG 9-1-1
technology deployments, and most haven’t begin the transition. As more
statewide and regional NG 9-1-1 networks are planned and rolled out,
integration with FirstNet and the best way to achieve that goal will be top
of mind. &
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FirstNet App Catalog
Expansion Continues

By Sandra Wendelken

FirstNet subscribers have
access to a custom catalog of
more than 100 approved apps in the FirstNet App Catalog. AT&T partnered
with MissionCritical Communications magazine for a webinar series on the
apps. About six applications were highlighted in each of nine webinars held
during 2019.

More than 50 apps were discussed and/or demonstrated in the webinars.
The demonstrations included push-to-talk (PTT) apps such as ESChat,
MODULO and AT&T Enhanced PTT (EPTT).

ESChat is a PTT service with 99.999% mission-critical service availability.
The app offers Project 25 (P25) interoperability through the P25 Inter RF
Subsystem Interface (ISSI) and quality of security, priority and pre-emption
(QPP) with FirstNet. The app offers live and historical location tracking, along
with fast call setup and strong voice quality. User account management is
available via the handset or web. The technology has been put to use during
numerous public-safety pilot and real-world scenarios.

The MODULO PTT app delivers high-performance, secure PTT on mobile
devices and the web. The app is interoperable with LMR via a radio over IP
(RolP) gateway. The technology has integrated professional accessories, a
team management portal and the capability to audit past communications.
The app also offers integrated web dispatch with mapping using any data
network with secure encrypted message transport. The app offers support
for multimedia, offline message recording and broadcast messaging. The
technology is built with QUIC for optimal performance on poor connections.

The FirstNet App Catalog also offers a full suite of endpoint security apps
such as AccessMyLan from Asavie, NetMotion Mobility, Mobilelron, MaaS360
and more. Public-safety agencies need to manage and protect the mobile
work experience of first responders subscribed to FirstNet. Subscribers need
highly secure and private access to mission-critical services via in-vehicle
and on-person devices. They also need to better secure these devices from
non-task-related applications and cyber threats.

AccessMyLAN provides first responders with a safer internet experience
on smartphones, ruggedized tablets and cellular routers. With AccessMyLAN,
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More Information
FirstNet App Catalog webinars and product briefs are available at
https://www.rrmediagroup.com/FirstNetAppCatalogWebinarSeries/

administrators can confidently facilitate highly secure access to sensitive
content, over cellular and Wi-Fi networks, with additional capabilities to
remote access devices and wipe application content as required.

In addition to PTT and security apps, the catalog houses smartphone
body-worn camera apps such as Visual Labs and 10-21 Video and
mission-enabling apps such as Intrepid Response, Explorer for ArcGIS,
SceneDoc, Pulsara, e-Bridge and CrisisGo.

A public-safety agency in Massachusetts is using FirstNet Listed application
Vizsafe to enhance situational awareness for its hazardous materials teams.
“Using Vizsafe on FirstNet, the agency can now broadcast and view live
video streams from first responders, track near real-time user location on the
front lines and share insights with command staff to improve decision-making

and streamline response,” says Peter Mottur, CEO of Vizsafe.

FirstNet Assist, an exclusive user uplift and help tool from FirstNet, is also
available in the catalog. When a FirstNet extended primary user offers critical
support for an incident, first responders can temporarily grant them access
to higher priority levels on FirstNet. The FirstNet Assist app displays incidents
within a 50-mile radius, allowing command post managers to quickly uplift
those critical to a response.

Hal Lowder Jr., director of emergency services in Whiteville, North Carolina,
says his agency subscribes to FirstNet and is deploying body cameras, and
he is interested in video apps and cameras to provide real-time viewing.

Kansas Highway Patrol (KHP) Capt. Jim Oehm says he plans to look for a
FirstNet-certified app with geofencing and check-in and check-out features.
KHP was one of the first agencies in the country to subscribe to FirstNet in
January 2018. 1

Sandra Wendelken is the editor of MissionCritical Communications
magazine. Email feedback to swendelken@RRMediaGroup.com.
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Number of FirstNet-Certified
Devices Tops 160

By Sandra Wendelken

There are 161 certified devices
for the First Responder Network
Authority (FirstNet) network,
according to a recently released
document from the National
Institute of Standards and

Technology (NIST), which is charged with developing a list of devices that
meet standards for access to the FirstNet network.

Both Motorola Solutions and L3Harris had “rugged handhelds” added to
the list. Motorola’s APX Next and the L3Harris XL-200P were on the latest
update Nov. 7. Two LG smartphones were also added that day, along with a
Dell rugged laptop and a Pepwave router.

In October, several Apple watch devices were added to the list, although
without band 14 support. Three iPhone 11 devices, which do include band
14 support, were also added last month. Four Cradlepoint units were added,
along with tablets from Apple, Samsung and Zebra Technologies. Laptops
from Dell and Panasonic were included in October, in addition to another
Pepwave router.

A newly updated process document defines an approved device as a
device that has successfully completed four milestones. The device must
obtain FCC equipment authorization, followed by PCS Type Certification
Review Board (PTCRB) certification testing. A device must be approved by
AT&T to be sold for use on the nationwide public-safety broadband network
(NPSBN), and FirstNet will audit and/or verify test results and other criteria
of a device. FirstNet may also perform test case execution on a device.

Once a device has completed the agreed-to auditing, verification and/or
test case execution, FirstNet will determine the device’s status on whether
to include it on the NIST list of certified devices. Upon completion of the
above steps, the device will be added to the list by the Public Safety
Communications Research (PSCR) staff.

Sandra Wendelken is the editor of MissionCritical Communications
magazine. Email feedback to swendelken@RRMediaGroup.com.
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The Critical Need
for Data Interoperability

By Britta Voss

Twenty years ago, most first
responders relied only on LMR
networks and CAD systems to
communicate with each other.

Each of these systems covered

only the footprint of the
infrastructure installed by the

local jurisdiction and likely was

not interoperable with other

nearby public-safety communications
networks. In a relatively short

period of time, this landscape

has dramatically shifted.

Many public-safety agencies now also use mobile phones, laptops and
tablets loaded with software that push and pull data from any source
connected to the internet — at least in theory. Some of the interoperability
issues associated with LMR networks do not exist for mobile broadband
technologies because commercial cellular networks are designed to transmit
data regardless of a user’s service provider or hardware. However, as
broadband data-sharing technologies have proliferated in recent years,
significant interoperability challenges that may severely limit the operational
value of these new capabilities have emerged.

On a technical level, simply because data can be sent and received does
not automatically mean its recipient can use and interpret it. Such a level of
technical interoperability requires both data providers and users to implement
standards or translators in their systems. In addition, data flows must be
mediated by an access control system capable of evaluating which recipients
are permitted access to which types of information. On a governance level,
entities wishing to share data must also agree on the technical specifications
of interoperability and possess the policy tools and financial resources to
implement a shared interoperability framework across disciplines and
jurisdictions.

For a field such as public safety, which constitutes a relatively small portion
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of the commercial broadband technology market and has a geographically
distributed governance structure, meeting these challenges is no small feat.
However, the emergence of the First Responder Network Authority (FirstNet)
gives the public-safety community an opportunity to leverage the tremendous
potential offered by a nationwide public-safety broadband network (NPSBN)
as a foundation for a fully interoperable emergency communications ecosystem.

A recent report from the U.S. National Institute of Standards and
Technology (NIST) details the components of these challenges and offers
examples of governance models and use cases to develop a vision of
real-time public-safety data-sharing interoperability. The report concludes
with recommendations for the public-safety community to build the resources
and infrastructure that can pave the way toward this vision.

Interoperability Roadblocks

The public-safety community has long recognized the technical
challenges of data interoperability. Attempts to standardize public-safety data
have produced protocols such as the Emergency Data Exchange Language,
Emergency Incident Data Document and National Fire Protection Association
(NFPA) 950. These standards could be used in public-safety data-sharing
technologies to provide interoperability for many key information types, such
as patient and resource tracking, hospital bed availability and 9-1-1 call data.
However, adoption of these standards in commercial technologies has thus
far been limited. There is little commercial incentive for technology developers
to implement such standards in their products, and individual agencies have
little bargaining power to demand them.

Access control is also a key component of data interoperability. If an
agency implements a data-sharing system that can’t share information with
other agencies during complex mutual-aid scenarios, it will not be appealing
as a mission-critical technology. The potential capability and complexity of an
access control system span a wide range, from systems assigning credentials
and associated privileges to individual users, groups of users or users
possessing evidence of specific attributes such as role, security clearance or
training. Many agencies use access control systems that require a password
to obtain access to data during an incident; however, this approach cannot
be seamlessly scaled up when new users who are not already credentialed
in the system need to be added. For example, if a neighboring fire department
dispatches an engine in a mutual-aid situation, assigning login credentials to
individual firefighters from the arriving engine will present a time-consuming
obstacle.
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On the other end of the spectrum, if first responders could use an access
control system that automatically detected the attributes of potential users
regardless of what agency they belong to, they could be confident that the
right information reached the right people without wasting time evaluating
individuals manually while an incident is underway. Such a policy-based
identity, credentialing and access management (ICAM) system is being
developed for public safety through the Trustmark Framework by the Georgia
Tech Research Institute (GTRI). If this system is successfully implemented in
public-safety technologies, it could allow real-time federated access control
for public-safety data sharing.

Even if all technical challenges are solved, additional barriers could prevent
first responders from realizing seamless data sharing. Often, the greater
functionality offered by interoperability features is reflected in a higher cost to
users. And even if data interoperability is not financially restrictive relative to
comparable noninteroperable products, cooperating public-safety agencies
will have to implement upgrades to their existing technologies to adopt
interoperable solutions. Given the vast disparities in resources across
public-safety agencies nationally and the generally limited budgets of even
the best-resourced agencies, financial barriers will likely inhibit the adoption
of fully interoperable data-sharing technologies.

The final challenge addressed in the report is governance. Public-safety
agencies are primarily accountable to, and funded by, their local jurisdictions.
This can create difficulties when agencies wish to make collective decisions
about technology specifications and procurements. Additionally, agencies
need guidance to develop policies for the use of data-sharing technologies to
address questions of data ownership, privacy protections, security procedures,
retention and redaction requirements, and many other elements. Rather than
expecting every agency to draft its own data-sharing policy, it would be
beneficial if a group of technology, legal and public-safety experts developed
guidance and template policy language that agencies could adapt for their
own use.

Future Interoperable Data Sharing

Data interoperability is a spectrum, as shown by the Interoperability
Continuum developed by the Department of Homeland Security (DHS) on
Page 56. Some approaches that do not offer complete interoperability may
nonetheless be easier to accomplish, and therefore, appealing to agencies
with limited resources. It is important to recognize, however, that partial
solutions carry risks.
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Choosing

common Technology Interoperability Continuum:
. Data Elements

applications
or a one-off
translator
between two
systems are
straightforward
solutions that
confer a
narrow kind of

Source: Department of Homeland Security

interoperability. A one-off translator is clearly limited to providing interoperability
only between the systems it is designed to understand and must be carefully
updated anytime changes are made to either component. Common
applications, where all cooperating agencies simply buy or subscribe to the
same product, carries significant scalability risks because every new
collaborator will have to agree to the choice the founding parties made.

Both approaches encourage the development of monopoly control over
a given product type and inhibit collaboration between groups that have
chosen different products. They do not create the freedom for agencies to
select the products that best meet their needs. Such approaches should
therefore not be considered stepping stones to full interoperability but rather
Band-Aids that do not tackle the underlying issues and may delay progress
toward long-term solutions.

When conceptualizing approaches that lay a foundation for full data
interoperability, public safety can draw inspiration from a number of efforts in
related fields. The report highlights four examples of data-sharing initiatives
in which software platforms and governance structures were designed to
facilitate cross-system data sharing. Key elements of these examples
include the development of use cases to drive decisions about which pieces
of information are most critical to share, adoption of clear security and
user-credentialing procedures, formation of an authoritative body or advisory
committee to address governance or misuse issues, and the use of data
standards where possible.

A key message of the report is that achieving data interoperability for
public safety requires collaboration and coordination among a wide range
of disciplines, geographies and stakeholder groups. Emergency response
involves much more than just first responders themselves, and therefore,
the technologies used during incident response must interoperate with
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tools used by supporting groups. It is a daunting enough challenge to build
systems that allow firefighters, EMS personnel, law enforcement officers
and telecommunicators to seamlessly share real-time data. Extending
interoperability to other government agencies, hospitals, courts, private
businesses, nonprofit organizations and others makes this an even larger,
more complex task. But, the risks of narrow interoperability “solutions”
such as common applications previously described demonstrate why the
public-safety community needs strategies that will incorporate the needs
and wisdom of a wide range of stakeholders. To give a sense of the scale of
relevant collaborators in this effort, the report provides a snapshot of key
players across sectors.

The report also includes two use cases that explore what full, real-time
interoperability of public-safety data could look like. In the first use case, a
high-rise apartment fire involving fire and EMS response from two jurisdictions
highlights how a data-sharing policy and collaborative technology acquisition
by all participating agencies could create an environment where information
about firefighter health and location, patient medical records and aerial
imagery instantly streams to the appropriate individuals, regardless of the
agency. This scenario envisions that agencies are able to acquire technologies
using data-exchange standards, allowing each agency to buy products from
different vendors and still share data. A carefully developed data policy
ensures that all agencies agree on how data is used during and after the
incident, including security procedures, ownership provisions, privacy
protections, retention and redaction requirements, and other features.

In the second use case, a more comprehensive data-sharing system
allows public-safety agencies and supporting organizations to share
information in response to a large earthquake affecting a multistate area.
Many entities are pre-enrolled in the system, allowing them to quickly link
their data sets across agencies. The system leverages data standards to
ensure that all users are able to integrate incident data into their own
technologies and platforms, and use data provided by others, regardless of
its source.

Individual responders’ data access privileges are evaluated dynamically
based on their roles, certifications, security clearances and other features,
according to standardized policies. Individual responders are able to request
additional data privileges ad hoc. Each agency has a team of data managers
that facilitates sharing resources with the system and processes requests for
data access. As an incident winds down, the system automatically generates
records for each agency detailing how its data was used and by whom, to
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aide with billing and reimbursement
documentation and any necessary

. . . The NIST Report
auditing. While such a streamlined, https://nvipubs.nist.gov/nistpubs/ir/2019/
coordinated scenario may be difficult to | NIST.IR.8255.pdf
imagine at present, this use case offers | The GTRI Trustmark Report
a picture of the significant potential https://trustmark.gtri.gatech.edu/wp-

advantages of fully interoperable data | COntenvuploads/2017/09/trustmark-
) white-paper.pdf
sharing.

More Information

Recommendations for Public-Safety Leaders

With the growth of internet of things (IoT) tools, artificial intelligence and
edge computing, 5G network capabilities, and other data-intensive
technologies, the need for public-safety leaders to chart a path toward full
data interoperability is more urgent than ever. The creation of FirstNet offers
a unique opportunity to build the momentum and cross-disciplinary and
cross-jurisdictional bridges needed for success. There are opportunities for
progress at both the agency and communitywide levels, which should be
pursued simultaneously.

Individual agencies can support data interoperability by specifying their
interoperability needs as explicitly as possible in requests for proposals
(RFPs), requiring conformance with data standards as appropriate,
participating in efforts to develop advanced access control solutions,
developing partnerships with other agencies to share incident data, building
data-sharing collaborations across and beyond the public-safety community,
and leveraging their own data to support continued investments in data
sharing. The more agencies that engage in these activities, the broader the
base of technical and governance support will be across the public-safety
community for implementing communitywide solutions.

However, individual agencies cannot be expected to create such far-reaching
solutions on their own. Leadership is needed at the regional and national
levels, possibly in the form of new initiatives, to bring lasting solutions. The
report offers two recommendations for the entire public-safety community.
First, funding bodies should prioritize support for data integration tools and
data-sharing governance work. This will allow technology developers and
agencies to dedicate resources to building the technical capabilities and
policy structures needed to develop data interoperability solutions.

Second, a communitywide task force to develop data-sharing governance
resources and a data-sharing interoperability framework should be established.
Governance resources should include template language for RFPs, grant
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applications and contracts, and should be updated frequently so that they do
not become outdated. This would give individual agencies confidence that
their technology procurements are based on expert-vetted standards and
address all relevant technical and policy issues. The data-sharing framework
task force would be assigned to develop consensus on what mission-critical
data elements must be standardized across products, identifying gaps and
existing capabilities in data-exchange standards for public safety, and build-
ing reference implementations to support vendors and agencies in demon-
strating and testing the data-sharing interoperability capabilities of products.

The time is ripe for the public-safety community to collectively address the
challenge of data interoperability and chart a path toward a desired future
state. With sustained engagement and support from leaders across the
public-safety community, this vision can become a reality. &

Britta Voss is an American Association for the Advancement of Science
(AAAS) science and technology policy fellow with the Public Safety
Communications Research (PSCR) division at the U.S. National Institute
of Standards and Technology (NIST). Email feedback to editor@
RRMediaGroup.com.

MissionCritical Communications | www.MCCmag.com
The State of FirstNet: What Public-Safety Officials Need to Know about FirstNet and How It Interworks with P25 Systems



60 | Certified Devices and Applications: Why MCPTT Interoperability Is Important

Why MCPTT
Interoperability Is Important

By Emil Olbrich

With implementation of the
nationwide public-safety
broadband network (NPSBN)
underway, public-safety
jurisdictions will begin integrating
Long Term Evolution (LTE)
technology into their overall
communications systems. Each
state must ensure the fundamental
goal of the NPSBN — communications interoperability — is met.

Because of the operational, cost and technical limitations of LMR radios,
it has been difficult and, sometimes impossible, to provide interoperability
across all LMR networks. A main purpose of the NPSBN is to help alleviate
the issues involved with interoperable communications. Ensuring public
safety can communicate with voice, data and video was one of the major
tenants of allocating dedicated spectrum in the 700 MHz band and creating
the First Responder Network Authority (FirstNet).

Push-to-talk (PTT), and eventually mission-critical PTT (MCPTT),
services are foundational applications that will determine how the NPSBN
is adopted and the impact on interoperability. The successful integration of
PTT/MCPTT with disparate LMR and LTE networks is the biggest challenge
to interoperability. MCPTT technology is accelerating at a rapid pace, and
public safety has to decide how to best implement this technology to allow
for interoperable public-safety communications between existing LMR
networks and public-safety wireless broadband partners.

The Problem

The ultimate implementation of PTT/MCPTT may take place via a variety
of technologies, methods and forms from over-the-top (OTT) app-based
implementations to network-level integration with devices. Local jurisdictions
are likely to use a variety of commercial carriers in addition to the FirstNet
offering. If the proper architecture is implemented by the NPSBN, interoperability
concerns can be alleviated. Unfortunately, the offering for prioritized,
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network-level PTT/MCPTT voice from AT&T/FirstNet implemented by
Motorola Solutions will work only on AT&T devices and within AT&T'’s
network and will not support the necessary connections for cross-carrier
interoperability. For jurisdictions that are not FirstNet subscribers, ensuring
interoperability is difficult.

The implementation of an MCPTT solution without interoperability with
other networks outside AT&T would severely impact voice communications
on roaming networks where coverage is poor or in jurisdictions that choose
other vendors and will affect all users on competing mobile networks. Not
having MCPTT work across mobile networks could have a detrimental
impact on nationwide and state-level interoperability.

Options to implement an open, standards-based interface between Long
Term Evolution (LTE) and LMR are being developed. (See LMR to LTE
Interworking on Page 68.) Integration of MCPTT with LMR will be the critical
factor for long-term adoption of LTE technology. Jurisdictions perform mutual
aid, not only working border to border but outside of their states. An interop-
erable, open MCPTT system would be a cost-effective solution and be put to
use by undercover agents, task forces, support staff and LMR users.

Network-Based PTT

PTT services over cellular (PoC) have been available for nearly 20 years
with commercial network solutions such as iDEN from Nextel. Sprint’s earlier
QChat-enabled and Verizon’s and AT&T's Kodiak-enabled services continued
carrier-deployed PTT. Each of these services provides integration into LMR
networks and PTT services, but they are currently offered as noninteroperable
solutions. For example, a department using Sprint and another using Verizon
that both have PoC services can’'t communicate with each other on PoC.

However, there is no technical reason why these networks cannot directly
communicate over PoC. Kodiak, now owned by Motorola Solutions, offered
hosted services to both Verizon, marketed as PTT+, and to AT&T, marketed
as Enhanced PTT (EPTT). In 2017, Sprint announced it would transition to a
Kodiak-enabled solution, marketed as Direct Connect Plus. Therefore, three
of the four nationwide carriers use the same hosted solution, and all have
the capability to communicate on the same talkgroups across carrier network
boundaries.

Over-the-Top PTT
With carrier-agnostic applications for Android and Apple, the PTT
application space is inundated with feature-rich, cost-effective systems that
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work across networks. OTT PTT applications have had success in both the
commercial and public-safety markets, and T-Mobile USA launched PTT
service using ESChat technology in 2019.

Google Play has more than 150 applications that purport to offer PTT
functionality available for download. In 2016, there were only 16 such apps.
An advantage of nearly all OTT PTT applications is the ability to work on
multiple broadband access technologies such as Wi-Fi, LTE and even 3G
data on multiple platforms. Innovation is the other benefit of OTT
applications. Without the constraints of the network or standards process,
they can integrate data sharing, video, photos, text and location-awareness
capabilities enabled from a device.

Integration into Digital Mobile Radio (DMR), LMR and P25 Inter RF
Subsystem Interface (ISSI) is available with many solutions. A major
advantage of OTT applications is that they can work on a variety of devices
and across multiple carrier networks because these are application-layer-
enabled systems.

The biggest issue with OTT PTT is that once a vendor is selected for the
application, everyone needs to have the same application. For instance, a
Harris BeOn PTT system cannot directly communicate with a Motorola
Wave PTT system. This quickly destroys interoperability and becomes a
large-scale management problem. Therefore, MCPTT that adheres to Third
Generation Partnership Project (3GPP) standards should be implemented.
Because of this common need for voice communications, MCPTT development
has been accelerated in 3GPP in recent years.

MCPTT Standards

MCPTT is a global standard that is being led by system architecture group
six (SA6) of 3GPP. The seminal document for MCPTT is “3GPP TS 23.279
Functional Architecture and Information Flows to Support Mission Critical
Push-To-Talk (MCPTT).” This document was initially part of the 3GPP
Release 13 specification, and the latest MCPTT specifications are expected
to be approved at the December 2019 3GPP meetings. The Release 13
document specifies the functional architecture, features and data flows for
MCPTT, and making MCPTT calls on multiple networks.

MCPTT requires an integrated client application of the LTE device and an
MCPTT server that connects to the LTE core network. The MCPTT server
can also run the database functions, as this is all software implemented.
The use of the IP multimedia system (IMS) is optional for MCPTT. MCPTT
without the IMS function can simplify call processing, reduce cost and allow
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for unique deployments such as backpack deployable systems. Unlike voice
over LTE (VoLTE), which mandates use of IMS, MCPTT offers some flexibility.
It is likely, though, that MCPTT delivered from an operator will use the same
IMS core as VOLTE.

The primary interface from the MCPTT application server to LMR will be
accomplished via the interworking function (IWF) interface, defined in “3GPP
TS 23.283 Mission Critical Communication Interworking with LMR Systems.”
Interworking in this context is a way to communicate between MCPTT and
LMR systems, whereby users with service from a MCPTT system can
communicate with LMR network users. The IWF’s purpose is to adapt LMR
data and signaling to MCPTT data flows, which means that there will be no
direct connection between a P25 ISSI and the NPSBN without an IWF
implemented.

Recommendations and Deployment Options

MCPTT can be deployed in a variety of ways. This flexibility has caused
some vendors to explore the options. There are some functional and
operational differences in each deployment, but the majority of the MCPTT
deployment options are business-case driven.

The following are suggested requirements that public safety should adopt
in an MCPTT solution:

1. Use a 3GPP standards-based MCPTT solution that can be software
upgradeable with each system'’s release in both the device client and
application server.

2. The application server and client application should have open
application programming interfaces (APIs) for software development kits
(SDKSs) to allow maximum vendor interoperability and competition for
best-in-class implementation, such as the Mission Critical Open Platform
(MCOP) APLI.

3. The system should allow for both hosted and local implementations for
integration into existing P25 ISSI, Console Subsystem Interface (CSSI) and
non-ISSl-based systems. This includes the ability to relay simplex LMR
communications on MCPTT.

4. The MCPTT service should work across all mobile operator networks
used by public safety, including international roaming and Wi-Fi.

5. The MCPTT solution should be able to implement all of the various
talkgroups already defined across the state, with proper authentication and
security, allowing only those authorized access to specific talkgroups.

6. Support for both Android and iOS devices is required.
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7. The MCPTT solution must be cost effective to implement for all agency
sizes with minimal to zero impact on cost and complexity to the user.

One of the most important capabilities is the ability to operate across
mobile network operators. This capability can be achieved with hosted
MCPTT solutions offered by several MCPTT vendors and by carriers willing
to offer this service. The FirstNet network is fully capable of meeting most of
the aforementioned MCPTT requirements either now or in the near future
with coming MCPTT releases. B

Emil Olbrich is president of PrimeLime and has more than 25 years of
experience in the field of wireless telecommunications. Previously, Olbrich
was the head of Long Term Evolution (LTE) research and development
(R&D) for the Public Safety Communications Research (PSCR) program.
Email comments to emil.olbrich@primelime.com.
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LMR to LTE Interworking

By Dom Lazara
and Tim Woodward

During the past several
years, manufacturers of
communications equipment
have been challenged to
unify LMR and Long Term
Evolution (LTE) systems. It
is important to understand
the standardization activities
behind each technology and
their interactions. Each
system standard is created
by a different organization.
The LTE mission-critical standards are developed by the Third Generation
Partnership Project (3GPP), Project 25 (P25) LMR standards by the
Telecommunications Industry Association (TIA) and TETRA LMR standards
by the European Telecommunications Standards Institute (ETSI). This article
explores how the standards development organizations are contributing to
interworking between mission-critical LTE systems and LMR networks.
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Mission-Critical LTE Standards

3GPP has been working on a generic specification of an interworking
function (IWF) that will allow the 3GPP mission-critical push-to-talk (MCPTT)
service and the 3GPP mission-critical short data service to interwork with
LMR systems, such as P25 and TETRA. The IWF’s architecture specification
was completed in 3GPP Release 15 in March 2018, and the protocol
specifications for the IWF are part of Release 16. The target date for general
protocol work in Release 16 is end-2019.

As a frame of reference, the First Responder Network Authority (FirstNet)
plans to deploy Release 13 MCPTT in 2020. Release 13 does not have the
capability to interwork with LMR systems.

The IWF is considered out of scope of 3GPP standardization activities, so
the definition of the IWF and the protocol interferences to it from LMR systems
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have been left to the respective LMR standards organizations. This is only
logical, as LMR standardization bodies best understand the relationship
between the interfaces defined in 3GPP and existing LMR systems, and
3GPP can't define LMR standards.

Each LMR standardization body is working on its own interworking
standards to leverage the 3GPP-defined interworking architecture. ETSI,
through its TETRA and Critical Communications Evolution (TCCE) working
group 4 (WG4), and the Alliance for Telecommunication Industry Solutions
(AT1S), through its joint LMR and LTE (JLMRLTE) working group, are taking
the lead for respective narrowband technologies.

TETRA LMR Standards

The ETSI TCCE technical committee has been working on PTT and
various interworking specifications for several years. Two technical reports
that detail the issues associated with interworking — a general document
published as ETSI TR 103 565-1 in 2017 and a second report covering
security aspects of interworking in TR 103 565-2 in 2018 — have been
published. A technical standard is in progress. The standard will not be
published until after 3GPP has finished Release 16 work because it is
necessary to have a complete set of 3GPP specifications before the relevant
TETRA standards can be finished. Therefore, ETSI TCCE WG4 has not
finalized a schedule for publishing specifications.

For TETRA interworking, the 3GPP system will behave as if it is another
TETRA system, connected via an Inter-System Interface (I1SI). The IWF will
carry out address translation so that a user calling from the 3GPP system
will appear to be another TETRA user in a different TETRA system, and a
user calling from the TETRA system will appear to be another 3GPP
mission-critical user to users on the 3GPP system.

P25 LMR Standards

The Wireless Technologies and Systems Committee (WTSC) within ATIS,
in a study phase, is focusing on describing the interoperable communications
interactions between a P25-based system and an LTE mission-critical
system. A working group in the WTSC — the JLMRLTE — was created in
conjunction with TIA. The JLMRLTE will cover the various LMR system types
— P25 trunking, P25 conventional and TIA-603 analog conventional FM.
Requirements for the study come from several sources, such as the
“National Public Safety Telecommunications Council (NPSTC) Public-Safety
LMR Interoperability with LTE MCPTT” final report, as well as from 3GPP
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requirements for mission-critical interworking with LMR.

Some examples of the use cases to be covered by the JLMRLTE include:

B Communications between different users or user groups who receive
service from a P25 LMR system and users of a 3GPP mission-critical
system;

B Migration from an existing P25 system to a 3GPP mission-critical
system during a period of time; and

B Whether interoperability is needed by an agency to support
communications with another agency using a disparate LMR or LTE system.

ATIS JLMRLTE has a draft architecture document called the “Study on
Interworking between P25 LMR and 3GPP (MCPTT) Mission-Critical Services,”
with Motorola Solutions holding editor responsibility. The JLMRLTE draws
industry experts including government agencies such as FirstNet, the Fed-
eral Bureau of Investigation (FBI), P25 system vendors, and other interested
companies and experts from the across the broadband and LMR communities.
The ATIS interworking study is scheduled to be completed by June 20109.
Interworking between the P25 LMR system and the 3GPP mission-critical
system is leveraged through the 3GPP mission-critical IWF similar to how
TETRA leverages the 3GPP IWF.

The JLMRLTE interworking study contains scenarios and considerations
for using the 3GPP Release 15 IWF. This aligns with the existing IWF
architecture already completed in 3GPP Release 15. The study will address
voice services including group call, announcement group call, broadcast
group call, system group call and individual call. Mobility management (group
affiliation and registration), supplementary services (emergency alarm and
short data services) and call control (group regrouping) are also planned.
Security of these services — end-to-end encryption and key management —
is also part of the study.

Moving forward

Following completion of the ATIS JLMRLTE work, identified standards
bodies — either TIA or 3GPP — will update their related specifications, if
required. ETSI is planning to complete a TETRA interworking specification
after the 3GPP Release 16 IWF protocol specifications are completed.

Many existing LMR users are security conscious, and LMR includes an
end-to-end encryption system. Security will be extended into the 3GPP
MCPTT and mission-critical data (MCData) systems so that an end-to-end
security path can be maintained. To enable this process, ETSI and ATIS are

MissionCritical Communications | www.MCCmag.com
The State of FirstNet: What Public-Safety Officials Need to Know about FirstNet and How It Interworks with P25 Systems



72 | LMR to LTE Interworking

specifying that encrypted communications be carried unmodified through the
IWF to the mission-critical user equipment. The algorithms, keys and codec
must be the same at both ends for end-to-end encryption. Although each
side has its own signaling that terminates at the IWF, the IWF will translate
the addressing of messages between the two sides while leaving the media
unmodified.

The P25, TETRA and 3GPP mission-critical standards are stand-alone
specifications for their respective systems, allowing most interworking
standardization activities to occur in parallel within ATIS JLMRLTE, ETSI
TCCE WG4 and 3GPP without undue coordination. The mission-critical
standards communities continue to collaborate to realize the interworking of
mission-critical voice and data services between an LMR system and a
3GPP mission-critical system. &

Dom Lazara is a systems architect, standards, at Motorola Solutions with
more than 25 years of experience in wireless technology. He was the editor
of the Open Mobile Alliance (OMA) push to communicate for public safety
(PCPS) enabler and is rapporteur of several Third Generation Partnership
Project (3GPP) specifications, representing Motorola in the SA6 working
groups. Lazara is also editor of a study on interworking in the Alliance for
Telecommunications Industry Solutions (ATIS) Wireless Technologies and
Systems Committee (WTSC).

Tim Woodward has more than 20 years of expertise in mission-critical
communications security. He represents Motorola Solutions as a technical
member in the Telecommunications Industry Association (TIA) Project 25
(P25) standards development with more than 12 years as vice chair of the
Encryption Task Group. He also is a technical member of the 3GPP SA3
working group, contributing to the design of Long Term Evolution (LTE)
mission-critical push to talk (MCPTT), video and data security.

Email feedback to editor@RRMediaGroup.com.
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The Future of
Critical Communications

By Katharina Krenn

What disruptive technology does
the future hold, what trends are
emerging, and what do you need
to know to prepare? :

“If you think that the internet has
changed your life, think again,”
says Brendan O’Brien, chief
information officer (CIO) of Aria Systems. “The internet of things (IoT) is
about to change it all over again.”

The current explosion of emerging digital technologies is changing our
lives every day, in a wave of disruption that is forcing industries all over the
world to rethink the basic infrastructures they rely on. New technologies are
emerging at a rapid pace. While exciting, that's a risky prospect for any
organization that wants to ensure their systems remain secure and reliable.
Along with new possibilities come new security and safety risks.

Evolve or Become Extinct

Technology is central to business strategy, defining what is possible.
Technology change can disrupt every aspect of business, bringing both
significant threats and enormous opportunity to access new markets, deliver
new products and radically improve service.

Executives now ask what innovations are coming and how they will
reshape their industries. Expectations for improved customer experience,
reduced costs and radically different value propositions are rising. As
demonstrated by the rapid impact of ride-share apps on public transport,
wise executives should expect competition from outside their own industry.
U.K. data security, loT and artificial intelligence (Al) specialist Arm offered
five predictions for the future in the EE Times:

1. Intelligent home goes mainstream. More consumer I0T products from
mainstream household brands, encompassing lighting, irrigation,
heating/cooling and other household functions, will bring increased
automation and efficiency.

2. Personalized delivery. Smartphones with GPS and increased
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deployment of low-cost sensors for visibility and asset tracking will deliver
to customers anywhere, not just at hard-coded locations such as a home or
office.

3. Better healthcare service. Deploying sensors and better connectivity
in hospitals will give hospital personnel real-time visibility into equipment
location and orders, allowing better patient service by reducing the time to
locate critical equipment.

4. Smart cities will improve revenue streams and citizen engagement.
Beyond cost reductions, cities target better citizen engagement and new
revenue streams — red-light violations, Wi-Fi hot spots, 5G services, smart
towers, crime detection and analysis, and information broadcasts — with
advanced technologies such as computer vision and machine learning (ML).

5. More technology for smart building efficiencies. Buildings increasingly
move toward space optimization, object detection for safety/security,
wayfinding and asset tracking with GPS, computer vision and ML.

While 10T applications increase, specialized subsets, such as the internet
of life-saving things (IoLST), are emerging. Private mission-critical device
networks use a wide array of sensors and actuators to bring improved
medical care, situational awareness and safety for first responders.

The entire digital economy is how dependent on the internet; both
connectivity and complexity are growing exponentially. In 2007, there were
1.2 billion internet users, while in 2017, there were 4.2 billion. The number of
loT-connected devices is projected to be 25 billion by 2021. By 2024, Long
Term Evolution (LTE) networks could cover 90 percent of the population.
How will your organization adapt to take advantage of this increasingly
connected environment? Who is your competition now? What are they doing
to adapt, and how will you keep up?

Life on the Edge

“It takes 20 years to build a reputation and a few minutes of cyber-incident
to ruin it,” says Stéphane Nappo, chief information security officer (CISO) for
Société Générale.

As we see a revolution toward edge computing devices in the field,
security practices are likely to be inconsistent across vendors. While
respected vendors promote open standards and robust security, there will
always be the temptation to cut corners, and despite the risks, organizations
continue to adopt emerging technologies faster than they can address

security issues. This increases the risk of direct attacks and privacy breaches.
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Computers and networks are deeply embedded in critical infrastructure,
such as water supply and public health systems, so potential risks to both
the economy and public safety are significant. The 2017 WannaCry
cyberattack on the United Kingdom National Health Service (NHS) led to
19,000 canceled appointments and diversion of ambulances, and ultimately
cost almost £100 million (US$131.6 million).

Business leaders and CEOs must influence these overarching issues
through industry governance and informed decisions on technology
infrastructure. Wholesale network replacement brings inevitable cost and
disruption, but change is necessary for critical communications networks to
cope. There must be a better way.

Exceeding Expectations

For a decade or more, critical communications has been defined by digital
LMR networks. Despite relatively low bandwidth, LMR has proven its
reliability time and again through events that bring cellular networks to their
knees. But critical industries demand to take advantage of video, broadband
data, 10T and cloud apps, all of which stretch LMR bandwidth.

This has driven industrial reliance on cellular networks, but can cellular
networks be considered mission critical? Few industries are willing to stake
their lives on cellular technology alone. Instead, they maintain mission-critical
LMR networks in tandem with cellular communications.

Managing multiple networks introduces new problems. Separate networks
create a fragmented communications environment, with workers forced to
carry multiple devices to participate in multiple networks. Capability is divided,
and access can be inconsistent. In the worst scenarios, failure to communicate
can be life threatening. This division can’t be considered mission critical.
Fortunately, there are solutions.

Unified Critical Communications

Network convergence will meet future expectations. Integrating multiple
networks takes advantage of both LTE bandwidth and LMR reliability, with
flexibility for industry-specific applications. Multiple networks are closely
integrated so they’re managed as one, delivering communications to users
unaware that their communications may be delivered via multiple networks.
Unlike the traditional model of a single communications technology, unified
critical communications (UCC) combines the strengths of a range of
technologies while mitigating their individual weaknesses. Workers can
choose the right device for their role, rather than be dictated by technology,
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and stay connected.

“The future of comms is really the convergence of voice and data over
multiple bearers, to make that happen in a seamless way for the end user,
so they don’t care what network they’re on,” says Ross Spearman, chief
technology officer (CTO) at Tait Communications. “It just works.”

High-bandwidth 5G and low-cost 10T bring opportunities for convergence
with LMR. In the industrial 10T, high functioning but incredibly low-cost
devices create potential for extremely low-cost push-to-talk (PTT) over
cellular (PoC) services. For 5G, the focus is on high bandwidth and low
latency. Low-power edge devices can collect data, upload to cloud services
for processing and then stream information to the edge, for real-time
situational awareness.

UCC will be a game changer for organizations where time and information
can mean the difference between life and death. &

Katharina Krenn is innovation advocate and global partnership manager
with Tait Communications. Krenn is an advocate for understanding future
business trends and embracing technology transformation. She worked in
several technology companies prior to joining Tait in 2015. Krenn applies
design thinking to the customer journey, identifies international market
drivers and encourages change with a structured, managed approach.
Learn more at www.taitradio.com.
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PSTA: DFSI Best Integration
Protocol for LMR/LTE Interoperability

A Public Safety Technology
Alliance (PSTA) subcommittee

identified the Project 25 (P25) EKFBEUT%
Digital Fixed Station Interface

. : TECHNOLOGY
(DFSI) as the best integration ALLIANCE

protocol standard for LMR and
Long Term Evolution (LTE) m ¥ m
interoperability. The subcommittee

says an enhanced radio over IP (RolP) protocol could also be developed to
address DFSI’s shortcomings.

The PSTA LMR/LTE Interoperability Subcommittee outlined its
recommendations in a report released this year.

The committee, established to identify integration protocol standards
suitable for public-safety users operating across LMR and broadband PTT
technology, made the recommendations based on input from PSTA industry
and public safety. Additional input on the recommendations is welcome, a
PSTA statement says.

“Cost of implementation is always an important consideration in public
safety, and the subcommittee decided on DFSI as the primary
recommendation from the PSTA because it is an affordable solution that
fills the stated need for a viable and broad open standard,” says LMR/LTE
Interoperability Subcommittee member Andy Seybold.

The report says the P25 Inter RF Subsystem Interface (ISSI)/Console
Subsystem Interface (CSSI) is “technically ideal but very expensive.”

Using the P25 DFSI as an LMR gateway protocol has several advantages,
outlined in the report, along with five shortcomings. The report says the DFSI
has provisions for “manufacturer extensions” that allow extending the
protocol’s capabilities to address many of the shortcomings.

The report also said an enhanced RolP protocol could also address the
limitations. “The challenge will be to have a new protocol recognized and
published as an open standard by an SDO (standards development
organization), which could be a two- to five-year process,” the report says.
“The subcommittee is considering the DFSI for the short term by virtue of it
being an existing, extensible standard, and potentially RolP for the long term
with the hope to be entirely suitable for the intended application.”
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“It is critical to have seamless voice communication between legacy LMR
systems and public-safety LTE-based communications as we see more and
more first responders relying on LTE each day,” says Jeff Johnson, PSTA
board member.

PSTA says the subcommittee will update its recommendations as neces-
sary. No timeline for final recommendations or future work was given, but the
report says the subcommittee plans to draft DFSI extensions to address
three of the shortcomings to enable integration with analog FM LMR systems
and to fully examine the capabilities of an enhanced RolP protocol. “We
plan to draft DFSI extensions to address the remaining shortcomings, and
perhaps publish a draft standard of an enhanced RolP protocol in the
subsequent sprints,” the report says.

A joint working group of the Alliance for Telecommunications Industry
Solutions (ATIS) and Telecommunications Industry Association (TIA) is also
working on LMR to LTE interworking and released a draft architecture
document. (See LMR to LTE Interworking on Page 68.)
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Pennsylvania’s Broadband
and LMR Plans

Robert Barnham, director of the
Pennsylvania Statewide Radio Network
Division, offers his views on public-safety
communications.

How long have you been in your
current position?

| have been director of the
Pennsylvania Statewide Radio Network
Division since May 2015. Since joining
the commonwealth in 2001, | have held
the radio-related positions of chief, radio
applications and networks; alternate
statewide interoperability coordinator;
engineering supervisor; and network
operations center supervisor. Prior to
public service, | worked in the private LMR industry for about 15 years at
Link Communications in York, Pennsylvania, one of the companies originally
founded by industry pioneer Fred Link. | also serve as the Association of
Public-Safety Communications Officials (APCO) International local frequency
advisor for Pennsylvania. | earned a governor’s award for excellence in May.
I'd like to thank all first responders, emergency management professionals
and telecommunicators across the commonwealth for their dedication and
outstanding service. For them | am truly grateful.

How did you determine Project 25 (P25) was the best technology for
your state’s network?

After years of dealing with the challenges of a proprietary radio system,
migrating to P25 open standards technology was the clear choice for
reducing equipment costs, improving system availability for public-safety
users and enhancing interoperability.

What procurement vehicle did the state use to award the P25 contract?
Pennsylvania issued a competitive request for proposals (RFP) that
Motorola Solutions won in October 2016.
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What is the status of the network?

The P25 upgrade project is scheduled for completion in June 2021. About
35 of 67 counties are complete and in the process of transitioning with
about 8,000 radios active on the new P25 system. | work with an outstanding
team that has rolled out a new radio system to more than half of the
commonwealth in just over two years, an impressive achievement even
under the best of conditions.

Tell us about the network’s backhaul.

Pennsylvania’s backhaul network relies on more than 300 licensed 6 GHz
microwave paths and 32 licensed 4.9 GHz microwave paths and growing.
Any interruptions or interference to operations on 6 or 4.9 GHz would create
operational and financial hardships and would endanger public safety.

How will commercial Long Term Evolution (LTE) affect your statewide
P25 network?

The legacy proprietary LMR system was beyond end of life, so the need to
upgrade was immediate. Mission-critical push to talk (MCPTT) was not yet
mature, even for administrative PTT, and LTE coverage in Pennsylvania is a
challenge because of rugged terrain and densely forested areas. We see
LMR and LTE complementing each other, rather than one replacing the
other, well into the future.

Is the Pennsylvania State Police (PSP) a First Responder Network
Authority (FirstNet) subscriber?

At this time, PSP is not a FirstNet subscriber. Some state agencies, such
as the Department of Transportation, have had internal projects transition
from AT&T to AT&T FirstNet. Other agencies are assessing and testing this
new opportunity. The number of local public-safety agencies signed up for
FirstNet is a moving target that only AT&T can provide.

Is PSP using a PTT technology to connect the P25 network to
commercial LTE systems?

There have been some limited use cases integrating administrative PTT
to LMR. From our vantage point, an immediate gap for consideration would
be the ability to receive alert information over LTE in the same manner
provided by voice and alphanumeric pagers. There is a real demand for that
functionality, and we haven’t seen anything that fits the bill yet.
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Sponsors

The following sponsors have made it possible for you to download The
State of FirstNet: What Public-Safety Officials Need to Know about FirstNet
and How It Interworks with P25 Systems FREE of charge. They provide
products and services that can help you achieve your communications
goals. We encourage you to click on their links to contact them directly for
more information.

Anritsu Company is the United States subsidiary of Anritsu
Corporation, a global provider of innovative communications test and
measurement solutions for 120 years. Anritsu engages customers
as true partners to help develop wireless, optical, microwave/RF, and
digital instruments, as well as operation support systems for R&D,
manufacturing, installation, and maintenance. Anritsu also provides
precision microwave/RF components, optical devices, and high-speed
electrical devices. The company develops advanced solutions for
5@G, M2M, loT, and other emerging and legacy wireline and wireless
communication markets. With offices throughout the world, Anritsu
has approximately 4,000 employees in over 90 countries. Visit
www.anritsu.com.

Asavie simplifies digital transformation for enterprises and OEMs.
Our Saas$ solutions enable secure mobile access in a multi-cloud,
multi-network world, from legacy implementations to the most advanced
greenfield loT and enterprise SD-WAN deployments. We unify
visibility and control across all an organization’s mobile and loT
endpoints, providing the intelligent insights to help reduce costs

and improve overall performance for the digital business. Strategic
distribution and technology partners include AT&T, IBM, Microsoft,
Singtel, Telefonica, Verizon and Vodafone. Asavie is an 1ISO27001
certified company. www.asavie.com, follow @ Asavie on twitter.

CODAN takes pride in delivering fully interoperable P25 systems
that are tailored to meet your needs. From public safety backhaul-
connected tactical repeaters to voted simulcast 911 systems, you
can depend on CODAN's tough and reliable infrastructure for your
radio communications. Whether you are conducting a search and
rescue, containing a fire, maintaining safety, or providing security at
a profile event, CODAN makes sure you will BE HEARD over the
mountain, throughout the city, or across the country. Learn more at
codancomms.com/Imr

Enterprise Secure Chat (ESChat) is a FirstNet ready secure push-
to-talk (PTT) over LTE solution that provides encrypted PTT voice
and multimedia messaging, as well as live and historical breadcrumb
tracking and mapping. The app is widely used by military, public
safety and industrial customers. ESChat is wireless carrier agnostic
and supports cross-carrier communication. ESChat offers both cloud
and customer-hosted server options and supports Android, iOS and
PC devices. Complete Project 25 (P25) integration is performed via
ISSI for a seamless P25 to LTE experience, as well as AIS for DMR
networks and RolP for all LMR Technologies. www.eschat.com

GL Communications founded in 1986, has worked with major telecom
equipment vendors (EVs) and system integrators to meet the testing
requirements of telecommunications product development. The
company has a comprehensive suite of telecom testing solutions

to verify and ensure 'quality and reliability' of a variety of telecom
networks including Wireless and high-speed fiber optic lines. GL
Communications Inc. provides consulting services for telecommuni-
cation companies worldwide for WIRELESS, SONET/SDH, T1/E1,
and T3/E3 testing and analysis, and system design of wireless,
satellite, fiber optic, and microwave networks.

Please visit https://www.gl.com/index.html for additional information.
https://www.gl.com/Brochures/Brochures/GL-Company-Overviewe-
Brochure
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Leonardo is a leading market innovator of scalable next generation
critical communications systems, in traditional or cloud based
configurations. We meet our customers’ needs through highly
customizable, reliable and easily maintainable solutions. We proudly
offer one of the industries’ only truly open platforms, allowing
customers to interface with a multitude of vendors. Headquartered
in the Heartland of America, Leonardo has designed, engineered,
installed, and continues to support over 220 proven solutions in 50+
countries. Our global experience plus local presence and support
allow us to deliver trusted solutions time after time. Our goal is to
make your mission our mission. Leonardocompany-us.com

VIAVI Solutions is a global leader in both network and service
enablement and optical security performance products and

solutions. Our technologies contribute to the success of a wide
range of customers — form the world’s largest mobile operators

and governmental entities to enterprise network and application
providers to contractors laying the fiber and building the towers that
keep us connected. https://www.viavisolutions.com/en-us/
product-category/test-measurement/radio-test/land-mobile-radio-test

MODULO is a Push-to-Talk (PTT) mobile app. It is built atop the
VoiceLayer PTT developer platform by the team that created
VoicelLayer. We are based in San Francisco and have been developing
VoiceLayer since 2011. MODULO is built using telecommunications
grade technologies developed by Ericsson© and data transport
technology developed starting in 2012 by Google®© for reliable
transmission that is fast over poor network connections. Developed
using our own PTT developer platform, we are able to deliver a
superior solution at an extremely competitive price. Finally, MODULO
furnishes its customers with a full complement of professional features
and extensions. https:/moduloapp.io

Founded by industry professionals for the purpose of providing high
quality, cost effective products for the oDAS, iDAS and Small cell
markets, Wireless Supply offers high quality products ranging from
antennas, cable & connectors, low PIM jumper assemblies, passive
devices, filters, hybrid combiners, fiber cable and fiber cable
assemblies. All of the products meet stringent quality standards
and are available for shipment from the Wireless Supply distribution
network. wirelesssupply.com

Sinclair Technologies is a global leader in the design and manufacture
of high-quality fixed and mobile antennas, filters, combiners, and
related products. Designed to function in extreme conditions,
Sinclair’s products have a globally recognized reputation for quality,
reliability, durability, and value. For over 60 years, Sinclair has
provided custom-designed antennas and RF signal conditioning
products to fit our customer’s unique requirements. From simple to
complex issues, Sinclair offers antenna and RF signal conditioning
solutions paired with the industry’s best RF expertise. Visit
www.sinctech.com for more information. www.sinctech.com

Zetron has been a trusted provider of mission critical communications
systems since 1980. It is ALL we do. With a comprehensive portfolio
of technology solutions, including integrated next generation call
taking, dispatch, CAD, mapping, fire station alerting, logging/reporting
systems and more, Zetron is relied on by communications centers

in public safety, transportation, utilities, healthcare, and other
markets on all seven continents of the world. Zetron’s relentless
pursuit of quality, durability and interoperability has made it one of
the most enduring and consistently trusted brands in mission critical
communications for 40 years. Our solutions are backed by world
class technical support, training, project management and professional
services, as well as a global network of highly capable partners and
system integrators dedicated to exceeding the unique needs of Zetron
customers. Zetron is a wholly owned subsidiary of JYCKENWOOD
Corporation. For more information, visit: www.zetron.com

Survey Technologies a leading provider of wireless coverage and
quality testing solutions for first responder and mission critical
communication systems across the Americas and around the Pacific
Rim. Leveraging Field Test 7 software with P-25 phase 1 and 2
radios, LTE handsets, interfaces to radio-test sets and cross
functional go cases, we create the best possible solutions for any
given customer’s stated testing requirements and budget. Survey
Technologies is best known for its drivetesting capabilities, however,
lately our indoor wireless testing capabilities have been needed for
fire-code requirements and DAS deployments. Visit our website for
more information and contact information.
http://www.surveytech.com

Our vision is to create safer, more proactive organizations by
redefining the boundaries of critical communications. With over 50
years of experience in radio, we're passionate about the future of
critical communications. Technology is always changing, and this
excites us because it means better results for our customers. We
love solving problems and approach each one with innovative,
customer-focussed thinking. Our aim is to be at the cutting edge, to
give customers reliable tools that provide positive change to the way
their organization works. For more educational resources, or to learn
more about innovative critical communications solutions from Tait,
go to www.taitradio.com
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